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Abstract: Since the dawn of technology, the banking industry has relied on technology to support its operations.
Unfortunately, the banking industry has been exposed to cyber risks as a result of the same technology, which
has resulted in enormous financial losses. South Africa has the world's third-highest number of cyberattacks,
with the banking industry being the most targeted. As a result, itis critical for the banking industry in South Africa
to implement effective cyber risk management procedures. The South African Reserve Bank (SARB) requires
that these procedures be aligned to the cyber resilience guidelines of the Committee on Payments and Market
Infrastructures (CPMI) and the International Organization of Securities Commissions (I0SCO). The CPMI-IOSCO
cyber resilience guidance provides guidelines that should be addressed by a bank's cyber risk management
framework. The aim of this research is to determine if the Improving Critical Infrastructure Cybersecurity (ICIC)
framework addresses the CPMI-IOSCO cyber resilience guidelines. The results were gathered by examining
the ICIC framework and mapping it against the CPMI-IOSCO cyber resilience guidelines. It was revealed that,
the ICIC framework addresses up to 71% of the CPMI-IOSCO cyber resilience guidelines.

Keywords: Banking industry, Cyber risks, Cyber resilience guidance, Cyber risk management, ICIC framework

1. Introduction improvements (Mujinga et al., 2018; Evdokimova
et al., 2019; Mapimele & Mangoale, 2019; Nuyens,

Technology is developing rapidly, causing changes  2019).

in the way business is conducted in various indus-

tries (Nuskiya, 2018; Nejad, Mansour & Karamipour,  Cyber risk isamong the main issues for the banking

2021). From the earliest stages of technological industry in South Africa, and this has resulted in

developments, the banking industry has been enormous financial losses (Griffiths, 2017; Abdullah,

affected by technology (Mujinga, Eloff & Kroeze, 2019; Duvenhage, 2020). According to the South

2018; Nuyens, 2019; Krasonikolakis, Tsarbopoulos  African Banking Risk Information Center, South

& Eng, 2020). Most banking goods, services, and  African banks experienced 13 438 cybercrime

functions are now heavily reliant on technol- eventsin 2017, resulting in losses exceeding R250

ogy (Krasonikolakis et al., 2020). It is no surprise  million (Kgosana, 2018; Smith, 2018). South Africa

that the industry continues to invest substantial has had the third largest number of cybercrimes in

amounts of money in technology (Mujinga et al.,  the world for over a year, the banking industry being

2018; Evdokimova, Shinkareva & Egorova, 2019). targeted more often than other industries (Griffiths,
2017; Lekha & Prakasam, 2017; Kundu, Islam, Jui,

Given the multiple benefits banks receive and  Rafi, Hossain & Chowdhury, 2018; Hubbard, 2019;

opportunities they are exposed to as aresultoftech-  Madiba, 2020). Consequently, it is obvious that

nology, banks' massive investments in technology  South African banks must invest more in cyber risk

are warranted (Coetzee, 2018; Evdokimova et al., management.

2019). Competitive advantage, fast service delivery,

greater customer service, and higher profitability 2. Literature Review

are just a few examples of those benefits (Ahmed,

Vveinhardt, Streimikiene, Ashraf & Channar, 2017; 2.1 Cyber Risk Management

Evdokimova et al., 2019). However, the banking

industry is also faced with managing cyber risks  According to prior studies, banks should seek

as a result of the same technology, and yet this for effective cyber risk management procedures

risk is sadly developing in lockstep with technical (Evdokimova et al., 2019). A framework developed
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to manage all risks is insufficient and ineffective
in managing cyber risks, because cyber risks are
complex in nature (National Institute of Standards
and Technology (NIST), 2018). As a result, it is critical
for the banking industry to have a framework in
place that particularly targets cyber risk manage-
ment, assuring successful cyber risk management
(Kopp, Kaffenberger & Wilson, 2017). In terms of
section 6(5) of the Banks Act 94 of 1990, the South
African Reserve Bank (SARB) published a guidance
note through the office of the Registrar of Banks
(SARB, 2017). This guidance note requires all South
African banks to align their cyber risk management
procedures with the cyber resilience guidance doc-
ument issued by the Committee on Payments and
Market Infrastructures (CPMI) and the International
Organization of Securities Commissions (I0SCO)
(Securities Industry & Financial Markets Association,
2016; Standard Bank, 2017). This guidance note is
referred to as the CPMI-IOSCO cyber resilience
guidance (SARB, 2017).

2.2 CPMI-10SCO Cyber Resilience Guidance

On June 29, 2016, CPMI and IOSCO released the
cyber resilience guidance (World Federation of
Exchanges, 2018; Tsen, Ko, & Slapniar, 2020; KPMG,
2021). This guidance is used by the South African
Registrar of Banks to determine the appropriate-
ness of cyber risk management procedures in
South African banks (SARB, 2017; European Central
Bank, 2019). This guidance is the most recent
best practice in cyber risk management, and it is
intended to help banks create or improve their
cyber risk management frameworks (SARB, 2017;
Deloitte, 2018).

The CPMI-IOSCO guidance includes eight guide-
lines that should be addressed in any cyber risk
management framework for banks, consisting of
five fundamental risk management categories and
three overarching categories (CPMI & I0SCO, 2016;
European Central Bank, 2019; Tsen et al., 2020).
Governance, identification, protection, detection,
response, and recovery are the fundamental risk
management categories, while testing, situational
awareness, learning, and changing are the over-
arching categories (World Bank Group, 2017;
Deloitte, 2019; Delort, 2019). These guidelines
were developed to help the banking industry pre-
vent cyberattacks, respond swiftly and effectively to
them, and recover as rapidly as possible (European
Central Bank, 2019).

81

Although this guidance may be useful in other
industries, it is primarily intended for the banking
industry (Deloitte, 2019; European Central Bank,
2019). According to the guidance, banks should
have already, a cyber risk management framework,
policies, cyber risk controls, and practices in place,
as the guidance is not meant to substitute but to
strengthen them (CPMI & I0SCO, 2016; European
Central Bank, 2019). Most importantly, the principles
outlined in this guide should not be used in violation
of any applicable laws or regulations (SARB, 2017).

2.3 Cyber Risk Management Frameworks

BASEL is a framework that the South African bank-
ing industry is currently using (Oyetade, Obalade
& Muzindutsi, 2020; Martins, 2021). BASEL is a
regulatory framework aimed at bolstering the
banking industry's capital foundation, as a poor
capital base might lead to a financial crisis, which
weakens the economy (Boora & Kavita, 2018). As a
result, the BASEL framework's main goal is to foster
a more secure and robust financial system, which
will help to stabilise the banking industry and
the economy (Rahman, 2018). The BASEL frame-
work is broad in scope and significantly weighted
in terms of liquidity risk (Kopp et al., 2017; Dina,
2019). Its principal goal is to allow banks to con-
tinue operating in the event of a financial crisis
without relying heavily on government assistance
(Shakdwipee & Mehta, 2017; Liu & Molise, 2018;
Rahman, 2018). On the other hand, the ICIC frame-
work is intended to assist critical infrastructure
owners in identifying, assessing, and managing
cyber risks (Almuhammadi & Alsaleh, 2017; NIST,
2018). Critical infrastructure pertains to assets
and systems, both virtual and physical, that are
so important to a country that their failure could
have a detrimental impact on the country's health,
safety, security and economy (Ciglic, McKay, Hering
& Moore, 2017; Kure & Islam, 2019). One exam-
ple of such infrastructure is the banking industry
(Dantis, 2017; Zachozova, Kutsenko, Koval &
Kovalenko, 2021). This framework is also applicable
to industries that rely substantially on technol-
ogy for their operations, such as banks (Bishnoi
& Devi, 2017; NIST, 2018). As a result, it is widely
used by a large number of banks all over the world
(Barret, 2018; Deloitte, 2019).

In terms of managing cyber risks, the ICIC frame-
work is commended for its effectiveness, efficiency,
reliability, and cost effectiveness (Spitzner, 2017;
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NIST, 2018; Barret, 2018). The ICIC framework was
created primarily to manage cyber risks and does
not impose any additional regulatory requirements
(NIST, 2018). It is also worth noting that the ICIC
framework allows for modification to fit an organ-
isation's specific cyber risks, cyber risk tolerance,
and cyber risk management goals, making it simple
to adopt (Spitzner, 2017; NIST, 2018). The Financial
Stability Institute believes the ICIC framework is
a good place to start when it comes to properly
addressing cyber risks (Crisanto & Prenio, 2017).

3. Methodological Approach

As derived from the literature review it is clear that
banks need effective cyber risk management pro-
cedures. In South Africa, these procedures must be
aligned to the CPMI-IOSCO cyber resilience guidance
as required by SARB. Failure to do so will result in
the office of the Registrar of Banks deeming those
procedures inappropriate. According to the CPMI-
I0OSCO cyber resilience guidance, banks should have
a cyber risk management framework that addresses
the guidelines encompassed in the guidance. It is
important that this framework is effective in man-
aging cyber risks. Currently, South African banks
are using the BASEL framework. The BASEL frame-
work is broad in scope and significantly weighted
in terms of liquidity risk, making it ineffective in
managing cyber risk (Kopp et al., 2017; NIST, 2018).
The ICIC framework on the other hand, is specifi-
cally intended for the management of cyber risks
(NIST, 2018). Furthermore, it is commended for its
effectiveness, efficiency, reliability and cost effec-
tiveness in managing cyber risks (Spitzner, 2017;
NIST, 2018; Barret, 2018). If the ICIC framework is
effective in managing cyber risks, it is beneficial for
South African banks to adopt it. However, it needs
to address the CPMI-IOSCO guidelines. Therefore,
this study seeks to answer the question: Does the
ICIC framework address the CPMI-IOSCO cyber resil-
ience guidelines? The objective of this study is to
establish whether the ICIC framework addresses
the CPMI-IOSCO cyber resilience guidelines, thereby
determining whether the ICIC framework is aligned
to the CPMI-IOSCO cyber resilience guidance. In
order to achieve the aforementioned objective,
mixed research methods were applied. Mixed
methodology involves merging qualitative and quan-
titative data methods in order to achieve research
objectives (Hlongwane, 2020). This study applies
a qualitative method to collect data, that is, docu-
ment analysis. Document analysis is a technique for
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collecting documents and analyzing them in order
to obtain information from them (Dalglish, Khalid &
McMahon, 2020). The researcher analyses the ICIC
framework and the CPMI-IOSCO cyber resilience
guidance document. The ICIC framework and the
CPMI-IOSCO cyber resilience guidance document
are obtained from internet sources.

The practices of the ICIC framework are then
mapped against the CPMI-IOSCO cyber resilience
guidelines. The mapping is conducted to determine
the extent to which the ICIC framework addresses
the CPMI-IOSCO cyber resilience guidelines. The
results of the mapping are quantitative in nature as
they represent the extent to which the ICIC frame-
work addresses the CPMI-IOSCO cyber resilience
guidelines as a percentage. The percentage is cal-
culated as the number of the CPMI-IOSCO cyber
resilience guidelines addressed by the ICIC frame-
work in relation to the total number of CPMI-IOSCO
cyber resilience guidelines. Therefore, the explor-
atory sequential design was adopted in this study.
Exploratory sequential design is a design whereby
qualitative exploration yields quantitative results
(Hlongwane, 2020).

4. Mapping of the ICIC Framework
Against the CPMI-IOSCO Cyber
Resilience Guidelines

Five fundamental risk management categories and
three overarching categories make up the CPMI-
IOSCO cyber resilience guidelines (SARB, 2017).
The CPMI-IOSCO cyber resilience guidelines under
each category are presented in Column 1 of Tables
1 and 2. This data was taken from the CPMI-IOSCO
cyber resilience guidance document. In the second
column of the tables, the mapping takes place. The
mapping was conducted by answering 'YES' or 'NO'
in the second column next to each CPMI-IOSCO
guideline. 'YES' means there is an ICIC framework
practice that corresponds to the CPMI-IOSCO guide-
line.'NO' means there is no ICIC framework practice
that corresponds to the CPMI-IOSCO guideline. The
ICIC framework practices were acquired through an
analysis of the ICIC framework's most recent ver-
sion 1.1, which refines, clarifies, and improves the
previous version (NIST, 2018).

In Table 1 on the next page, the ICIC framework is
mapped against the CPMI-IOSCO cyber resilience
guidelines under the fundamental risk management
categories.
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Table 1: CPMI-IOSCO Guidelines - Fundamental Risk Management Categories Mapping

CPMI-10SCO CYBER RESILIENCE GUIDELINES

ICIC FRAMEWORK PRACTICES

CATEGORY 1: GOVERNANCE

1.1. The board of directors should establish a cyber risk
management framework, approve it, and determine the
bank's cyber risk tolerance.

YES

The bank would not need to put up a new framework if they
adopted the ICIC framework. According to the ICIC framework,
the bank must identify the amount of cyber risk that is accept-
able to them, and this level must be defined as their cyber risk
tolerance.

1.2. The cyber risk management framework, as well as the
controls, policies, and practices that underpin it, should be
overseen by management.

YES

According to the ICIC framework, management should approve
and convey the performance of framework activities, as well as
ensuring that they are carried out correctly.

1.3. The framework should lay out how the bank will define its
cyber risk tolerance.

YES

According to the ICIC framework, a bank's cyber risk tolerance
should be based on its involvement in the country's essential
infrastructure and industry risk assessment. This outlines the
criteria for determining a bank's cyber risk tolerance.

1.4. The framework should spell out how the bank will set its
cyber resilience goals.

NO

The ICIC framework makes no mention of how cyber resilience
goals will be set. It just explains ways to determine unmet
cyber resilience goals.

1.5. The framework should specify how the bank will detect,
mitigate, and manage cyber risks efficiently.

YES
The core of the ICIC framework is made up of functions that are
designed to detect, mitigate, and manage cyber risks.

1.6. To manage cyber risk, the framework should identify its
people and processes.

YES

The ICIC framework provides that an organisation should
identify and comprehend cyber risk management systems,
procedures, and people. The processes are specified in the
framework core, and the people involved should include
executive management, business/process, and implemen-
tation/operation level personnel.

1.7. To manage cyber risk, the framework should specify tech-
nology needs.

NO
The technical needs to mitigate cyber risk are not mentioned
in the ICIC framework. It also does not compel banks to do so.

1.8. The board's tasks and responsibilities in relation to cyber
risk management should be clearly defined in the framework.

NO
The ICIC framework does not specify the board's role and obli-
gations in terms of cyber risk management.

1.9. Management's duties and responsibilities in relation
to cyber risk management should be clearly defined in the
framework.

YES

The ICIC framework clearly defines management's roles and
responsibilities. That is, to keep track of and monitor the
framework's implementation.

CATEGORY 2: IDENTIFICATION

2.1. Determine the functions, procedures, information assets,
and system configurations of the bank.

YES

As provided by ICIC, an organisation must define and compre-
hend its business context, important functions, systems, infor-
mation, and physical assets.

2.2. Conduct a risk assessment on the items identified in 2.1

YES

An organisation must perform a risk assessment on the com-
pany, its important functions, systems, information, and phys-
ical assets as part of the ICIC framework's 'identify' function.

2.3. Sort the items in 2.1 by importance.

YES
The items listed in 2.1 should be prioritised according to their
criticality and business value.

2.4.The list created in 2.3 should be reviewed and updated on
a frequent basis.

NO
The framework makes no mention of reviewing and updating
the list of items generated in 2.3 on a regular basis.

2.5. Determine the cyber risks that the bank assumes and
poses to other organisations with which it is connected.

NO

According to the ICIC framework, some cyber risks are as-
sumed and posed to other organisations with which they are
connected. It does not, however, essential that an organisation
indicate where the detected cyber risk originates or is posed to.
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Table 1 Continued: CPMI-IOSCO Guidelines - Fundamental Risk Management Categories Mapping

CATEGORY 3: PROTECTION

3.1. Banks should establish a robust Information Communica-
tion Technology (ICT) control environment (e.g. encryptions,
access controls, and ICT system configurations).

YES
Access control, defensive technologies, and data security
should all be implemented by an organisation.

3.2. The bank should implement adequate protection controls
linked to the bank's cyber risk tolerance from the design stage
of a system.

YES
Safeguards should be implemented in accordance with the
established cyber risk tolerance.

3.3. Put in place safeguards against internal threats, such as
former and even current bank personnel.

YES
Both internal and external threats should be safeguarded
against.

3.4. Put in place safeguards against cyber risks posed by the
organisations with whom the bank is linked.

YES

Despite the fact that an organisation is not needed to declare
that some identified cyber risks are posed by another organ-
isation with whom it is linked, safeguards should be applied
against all identified cyber risks.

CATEGORY 4: DETECTION

4.1. Set up a security operations center to continuously moni-
tor and detect cyberattacks in real time.

NO

The ICIC framework requires an organisation to build detection
processes and regularly monitor cybercrime incidents. It does
not, however, necessitate real-time detection and detection of
cybercrime incidents.

4.2. Detect cyberattacks that are both publicly known and
unknown.

YES
All cyberattacks, whether publicly known or unknown, must be
detected.

4.3. Set up a multi-layered detection system that includes pro-
cesses, technology, and people.

YES

For probable cybercrime incidents, detection controls must
include monitoring the physical environment, personnel activ-
ities, external service provider activities, devices, software, and
systems.

4.4, Detected cyberattacks should be recorded and assessed.

YES

In order to analyse how cyberattacks are managed, an organ-
isation should keep track of those that are detected and iden-
tified.

CATEGORY 5: RESPONSE AND RECOVERY

5.1. A bank should initiate an investigation after identifying a
cyberattack and determine the type and extent of the harm
caused by the attack.

YES
An organisation should assess the determine the impact of a
cyberattack after it takes place.

5.2. Take action to remedy the situation and prevent further
damage..

YES

After discovering a cyberattack, the following actions should be
taken: analyse the impact, execute measures to mitigate the
impact, enhance protective measures that were breached by
the cyber-criminal, and return to regular operations.

5.3. Design the bank's system in such a way that operations
can be resumed within two hours of the cyberattack.

NO

ICIC does not specify the duration of the resumption of opera-
tions following a cyberattack. It does, however, emphasise that
normal operations should be resumed as quickly as feasible.

5.4. Prepare for circumstances in which resuming operations
within two hours may not be possible due to the prolonged
absence of key people, processes, or systems.

NO

ICIC does not specify the duration of the resumption of opera-
tions following a cyberattack. It does, however, emphasise that
normal operations should be resumed as quickly as feasible.

5.5. The effectiveness of the response, resuming, and recovery
programs should be evaluated.

YES
To ensure that response and recovery programs are effective,
they should be tested and analysed.

5.6. The bank's business continuity management, disaster re-
covery plans, and crisis management should all be synced with
the response, resumption, and recovery programs.

YES

Business continuity strategies should be in sync with an organ-
isation's reaction preparations. Disaster recovery plans should
be in sync with recovery programs.

5.7. Ascertain that processes and systems are established and
tested to retrieve accurate data following a cyberattack.

YES
Data backups must be created, maintained, and tested to
ensure data recovery in the event of a cyberattack.

Source: Own analysis
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Table 2: CPMI-IOSCO Guidelines - Overarching Categories Mapping

CPMI-10SCO CYBER RESILIENCE GUIDELINES

| ICIC FRAMEWORK PRACTICES

CATEGORY 6: TESTING

6.1. Test the effectiveness of the bank's cyber risk management
framework on a regular basis.

NO
The subject of framework testing is not addressed in this
framework.

6.2. Use the findings of the tests to strengthen your cyber resilience
procedures. Vulnerability assessments, scenario-based testing,
penetration tests, and red team tests are all examples of testing
approaches.

NO
The subject of framework testing is not addressed in this
framework.

CATEGORY 7: SITUATIONAL AWARENESS

7.1. ldentity cyber risks that could have a major impact on the bank's
ability to conduct business and meet its obligations.

YES

According to the ICIC framework, for each cyber risk
identified, an analysis, including an impact analysis,
must be done.

7.2. Recognise cyber threats that could jeopardise the availability,
integrity, and confidentiality of business processes.

YES

According to the ICIC framework, for each cyber risk
identified, an analysis, including an impact analysis,
must be done.

7.3. Recognise cyber risks that could jeopardise the bank's reputa-
tional standing.

YES

According to the ICIC framework, for each cyber risk
identified, an analysis, including an impact analysis,
must be done.

7.4. The list of cyber risks in 7.3 should be analysed, and the analysis
should be reviewed and updated on a regular basis.

NO

All cyber risks should be assessed, according to the ICIC
framework. However, nowhere in the ICIC framework
does it state that the analysis should be evaluated and
updated on a regular basis.

CATEGORY 8: LEARNING AND EVOLVING

8.1. Establish systems to identify lessons learned from cybercrime
incidents.

YES
Identifying and documenting lessons learned from
cybercrime incidents should be part of response plans.

8.2. Use the lessons learned to strengthen the procedures for
managing cyber risk.

YES

Lessons acquired from cyberattack detection and
response efforts should be incorporated into organ-
isational response and cybersecurity activities.

8.3. Keep up with the newest cyber risk management technologies
and practices.

YES

In order to properly manage this ever-changing cyber-
crime, an organisation must actively adapt to evolving
technology and cybersecurity measures.

Source: Own analysis

In Table 2 above, the ICIC framework is mapped
against the CPMI-IOSCO cyber resilience guidelines

under the overarching categories. up

resilience guidelines to an extent of 71%. The CPMI-
IOSCO cyber resilience guidelines are largely made

of guidelines provided under the overarching

categories, which are not addressed by the ICIC

5. Research Findings and Discussions

framework. The 'testing' category accounts for the

majority of the 33% of guidelines not addressed by

The objective of this study is to establish whether
the ICIC framework addresses the CPMI-IOSCO
cyber resilience guidelines. The mapping in Tables 1
and 2 was carried determine the extent to which the
ICIC framework addressed the CPMI-IOSCO cyber
resilience guidelines. Figure 1 on the next page pre-
sents the analysis of the results from the mapping.

the overarching categories. This is the case because
the ICIC framework does not cover 'framework test-
ing'. Only 28% of the guidelines provided under the
fundamental risk management categories are not
addressed by the ICIC framework. The guidelines
presented under the 'governance' category account
for the majority of the 28%, as the ICIC framework

core is made up of the identical categories of guide-

The mapping results indicate that the ICIC frame-
work does, in fact, address the CPMI-IOSCO cyber
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lines under fundamental risk management, except
'governance.’
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Figure 1: An Analysis of the Mapping of the ICIC Framework against the CPMI-1I0SCO
Cyber Resilience Guidelines

All categories

W Addressed

Fundamental risk

Overarching categories

Not addressed

Source: Authors

6. Conclusion and Recommendations

According to the SARB guidance note issued to
South African banks in 2017, South African banks
must align their cyber risk management procedures
to the CPMI-IOSCO cyber resilience guidance. The
guidance requires that banks should have a cyber
risk management framework in place. This cyber
risk management framework must address the
CPMI-IOSCO cyber resilience guidelines. The ICIC
framework addresses up to 71% of these guidelines.
It was established that as a result of the ICIC frame-
work being flexible, an organisation can modify it to
meet its specific needs and objectives. Therefore,
the study recommends the following:

The South African banking industry should
adopt the ICIC framework for the management
of cyber risks for the following reasons:

» The ICIC framework created primarily to
manage cyber risks;

» Itis proven to be effective, flexible, efficient
and cost effective;

» Itiswidely adopted by banks across the globe;
and

» It already addresses a considerable number
of the CPMI-IOSCO guidelines
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In order to be fully compliant to SARB and
pass the appropriateness assessment by the
office of the Registrar of banks, South African
banks should modify the ICIC framework by
adding only 29% of the CPMI-IOSCO guidelines
not addressed by the ICIC framework. In that
manner, all the CPMI-IOSCO guidelines will be
addressed bythe modified version of the ICIC
framework by South African banks.
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