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Abstract

Financial fraud is a growing concern with far-reaching concerns in financial insti-
tutions, government, and corporate organizations, leading to substantial monetary
losses. The primary cause of financial loss is credit card fraud; it affects issuers
and clients, which is a significant threat to the business as clients will run to their
competitors, wherein they will feel secure. Solving fraud problems is beyond hu-
man capability, so financial institutions can utilize machine learning algorithms to
detect fraudulent behaviour by learning through credit card transactions. This the-
sis develops the boosted random forest, integrating an adaptive boosting algorithm
into a random forest algorithm, such that the performance of a model is improved in
predicting credit card fraudulent transactions. The confusion matrix is used to eval-
uate the performance of the models, wherein random forest, adaptive boosting and
boosted random forest were compared. The results indicated that the boosted ran-
dom forest outperformed the individual models with an accuracy of 99.9%, which
corresponded with the results from confusion matrix. However random forest and
adaptive boosting had 100% and 99% respectively, which did not correspond to the
results on confusion matrix, meaning the individual models need to be more accu-
rate. Thus, by implementing the proposed approach to a credit card management
system, financial loss will be reduced to a greater extent.

Keywords: Adaptive boosting, credit card, evaluation matrices, fraud, random

forest.
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Chapter 1

Introduction

1.1 Background of the study

Financial frauds is a growing concern with far-reaching concern in the financial
institution, government, cooperate organizations and citizens in general. There is
high internet technology in today’s world, which leads to an increase in credit card
fraud being the most concerning problem around the world. There are many fraud
detection solutions and software which detect fraudulent activities in organizations
like banks, retails, e-commerce, insurance, and other industries, to name a few. Ma-
chine learning techniques are the most notable and popular methods used in solv-

ing credit card fraud.

Many people have started believing in going cashless whenever they make their
purchases. A credit card has made it easier for online transactions and accessibil-
ity. A credit card allows someone to borrow money from the bank against a line of
credit. The card is then helpful to make purchases and pay for other expenses. If
not used responsibly, this credit card can end up being in the wrong hands, which
can lead to fraud, which is why credit card fraud has taken a lot of companies at-

tention, especially the ones offering credit cards.

Credit card fraud is an inclusive term for fraud committed using a payment card,
such as a credit card [1]. The purpose may be to obtain goods or services or make
payment to another account that a criminal controls. According to [79], in South
Africa, between 2018 and 2019, credit and debit card fraud increased by 20.5%
due to the increase in making online transactions, and from their analysis, 66.6%

of frauds were made from foreign countries, which shows that fraudulent activity
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are not limited to geographical area.Therefore Credit card fraud is a problem that
needs to be addressed or evaluated more often to ensure that the techniques in place
are still up to standards, including introducing new and improved approaches that
will help in detecting the credit card fraudulent transactions from both local and
foreign countries.

According to [13], along with the evolution of fraud detection methods, perpetra-
tors of fraud have also been evolving their fraud practices to avoid detection, and
[14] claims that the method used in credit card fraud detection need constant evalu-
ation. The credit card fraud problem does not only affect credit card issuers, but also
customers [29]. According to [17], customers are often refunded by banks whenever
they are victimized by fraud. However, [60] claims that as a result, customers suffer
emotionally, wherein some end up hospitalized and, worst part committing suicide.
As we can see, this will harm both credit card issuers and customers. According to
[12], credit card issuers are the most affected party in credit card fraud as they have
to accept entire liability for losses due to fraud, which can affect an organization’s
future performance. Without a doubt, therefore, credit card fraud is a recurring
problem for all credit card issuers. In this study, we evaluate a supervised machine
learning algorithm, random forest, which will be integrated with a boosting algo-
rithm, AdaBoost, as part of an attempt to detect credit card fraud better.

Machine learning models for detecting credit card fraud are in use. Despite the
proliferation of data mining techniques and applications in recent years, few pub-
lished studies of data mining have been published for credit card fraud detection.
The majority of these papers have explored neural networks [22, 25, 26, 49, 55],
which is not surprising considering their success in the early years 1990s till today.
Some papers including recent ones [21, 34, 45, 61, 72, 78] evaluates several tech-
niques, including support vector machine, neural network and random forest for
detecting credit card frauds. Some of these papers focus on the impact the effect of
aggregating transactional data on fraud detection results; results were investigated
on aggregation over various time periods on two real-world datasets and discov-
ered that aggregation could be beneficial, with aggregation duration length being
a significant factor. Aggregation was discovered to be particularly successful with
random forests.

© University of Venda
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Random forests are advanced and most popular machine learning technique that
has been shown in recent years to outperform in a variety of applications [11, 75, 64,
86, 36]. The random forest and AdaBoost for boosting random forest were chosen
for this study due to its accessibility for practitioners, ease of use, and noted per-
formance advantages in the literature. There are no known studies that deal with
credit card fraud detection using a boosted random forest algorithm, but papers
show the significance of using boosted random forest algorithm [50, 80, 38, 32]. Be-

low is the conceptual framework of the credit card fraud detection process:
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FIGURE 1.1: Conceptual framework for credit card fraud detection
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Boosted random forest algorithm, can be embedded on the credit card system re-
sponsible for monitoring credit card transactions. Boosting is a widely known en-
semble training algorithm used to build random forest classifiers in a sequential
manner using independent decision trees. Boosting is an ensemble training algo-
rithm that combines weak learners with low discriminating performance individ-
ually to create a higher discriminative performance classifier. Boosting achieves
high discrimination by sequentially training classifiers, with the previous classi-
fier’s classification errors used to train the next classifier to generate accurate classi-
fication. On the other hand, Boosting tends to over-fit the training sample, whereas
random forest avoids overfitting to the training sample by using randomness in the
decision tree construction. As a result, a large number of decision trees must be

built in order to achieve high generality.

This work evaluates the machine learning algorithm approach, which is boosted
random forest algorithm. The performance of a model will be evaluated using a
confusion matrix and the model’s accuracy. Model’s performance will be based on
the credit card transaction dataset, and this dataset is highly imbalanced, skewed,
and rarely available. Feature selection, feature engineering, and suitable evaluation
matrix is the most crucial part of a machine learning algorithms to evaluate the
performance of a model on a high imbalance and skewed credit card transaction
dataset.

1.2 Problem statement

Fraud detection in credit card systems is the most concerning issue. With the growth
of information technology and improved data communication, fraud is changing
since fraudsters finds new ways to prevent detection and commit theft, causing
substantial financial losses and harm to customers which might results in customer
loss. So it is crucial for credit card issuers to make ensure that the system in place
for detection of fraudulent activities are still up to standard through constant eval-
uation, this will improve the detection hence preventing such behaviours from
happening even though eliminating it is impossible. Fraud detection and preven-
tion are beyond human capability, so using machine learning techniques provide

promising results with more probability of detecting fraudulent behaviour. The
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study proposes the usage of a boosted random forest algorithm for detection of
credit card frauds.

1.3 Research Questions

The following are research questions that will be answered in this study:
a) How customer’s behaviour impact credit card fraud detection?

b) What impact does feature engineering have on the performance of a boosted

random forest approach?

c) What impact does feature selection have on the performance of a boosted ran-

dom forest approach?

d) How accurate can a well-trained boosted random forest detect credit card

frauds in the banking industry?

1.4 Research Aim and Objectives

This section outlines the aims and objectives that will guide answering the research

questions.

1.4.1 Research Aim

This study aims to develop boosted random forest model that will detect fraudulent

activities in transactions made using credit cards.

1.4.2 Objectives

The objective of the research is:

a) To extract the behavioural pattern of customers through analysing the dataset;

b) To create appropriate features for the boosted random forest model;

© University of Venda
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c) To develop a comprehensive feature selection process using random forest

model; and

d) To design and develop a boosted random forest algorithm for credit card
fraud detection.

1.5 Scientific Contribution

There are a lot of predictive models thus far used for predicting credit card frauds.
Since credit card fraud tends to cause a massive loss in financial institutions, it is
crucial for credit card issuers to pay much attention to fraud issues and use machine
learning algorithms to predict such behaviours before credit card transactions are
approved. It is essential for credit card issuers to have a model that will be accurate
enough to detect fraudulent behaviours. There are success stories that showed great
performance of the boosted models applied in areas like healthcare and agriculture
[3, 31, 33, 39]. The study propose the use of boosted random forest algorithm for
credit card fraud detection. Random forest is known to be the extension of bagging
algorithm used on weak learners which exhibit high variance and low bias. Ran-
dom forest is integrated with a boosting algorithm, adaptive boosting algorithm,
which is leveraged when variance low and high bias is observed. Therefore com-
bining the bagging and boosting algorithm will be the model with low bias and

high variance resulting in an optimal boosted random forest model.

1.6 Limitations

This study has a potential limitation. The dataset used in the study will be sec-
ondary data, We were hoping to find some recent data of people in South Africa
or Africa in general, but there was no open data; this means that the current credit
card fraud detection will be based on the old credit card transaction data.

1.7 Overview

The research proposal is structured as follows; Chapter 1 introduces the reader to
the study area, defines the problem to be studied, and proposed a solution. Chapter

© University of Venda
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2 discusses the existing literature within the research area. Chapter 3 presents a
machine-learning algorithm to be used in the study and outlines the experimental
design in terms of the dataset, data pre-processing, and data exploratory analysis,
including data visualization and choices of evaluation matrices. Chapter 4 discuss
the results obtained from the stud carried out to answer some questions. Chapter
5 presents the working schedule and potential difficulties. Chapter 5 conclude the

study and also make some recommendation on the feature work.
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Chapter 2

Literature Review

2.1 Introduction

The study investigates the performance of the boosted random forest in the de-
tection of credit card fraud. Detecting credit card frauds with machine learning
algorithms is a common topic among researchers. However, no evidence showed
fraudulent detection using the boosted random forest, but the boosted random for-
est model has shown outstanding performance when applied in different applica-
tions. Credit card fraud is a concerning problem worldwide wherein most parts
of the continent are affected more than the other. Additionally, this is because the
lifestyle, environment, race, and culture differs with each group of people; hence,
this section will be reviewing various papers that analysed various methods on a
different dataset from different places to understand how each model was perform-
ing. Therefore, this section briefly presents some of the techniques used to detect
credit card frauds previously and the methods used in feature engineering and se-
lection.

2.2 An overview of credit card fraud around the world

Credit card fraudulent behaviour is one of the biggest threats to both the business
and customers globally, and it has increased drastically. According to [44] some
countries are highly targeted by the fraudsters regardless of having improved tech-
nologies, with the United States (US) being one of the most targets around the

© University of Venda
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world, with Covid-19 playing a vital role in the growth of credit card frauds. Ac-
cording to [63], card payment fraud loss was approximately 28,56 billion dollars
worldwide, with the United States being responsible for more than a third of the
total global loss. Additionally, it resulted in it being the most credit card fraud-
prone country in the world. Credit card fraud has also increased in the Southern
part of Africa due to the Covid-19 pandemic. Furthermore, changes like human
behaviour, human movement, and policing, creating new platforms for criminals
was triggered by covid19 and crucially impacted the number of crime incidents.
However, it does not matter the type of improved technology used since the same
improved technology used in the credit card system is the same technology used
by fraudsters to try and find ways to prevent and stop fraud detections. Credit card
issuers must constantly innovate the technology used in credit card management
systems.

2.3 Understanding the credit card customer’s spending

patterns

In the detection of credit cards frauds is crucial for credit card issuers to understand
their customer’s spending behaviour. Because how customers use their credit cards
differs with things like age, gender, race, education, job and the environment they
live in, to name a few. Moreover, from that personal information, as credit card
issuers, we can discover the patterns that fraudsters can use to target a particular
customer. Hence it can assist credit card issuers in finding a way to prevent fraud-
ulent transactions. Spending patterns refers to why and how behind customer pur-
chasing decisions, indicating all the habits and routines that the customers show
through the products and services they purchase. Moreover, understanding cus-
tomers’ spending behaviour is crucial for the detection process. It also allows the
credit card issuer to know their customer’s preferences and factors influencing cus-
tomers purchase decisions [73]. Moreover, this will enable issuers to understand
things like where the customers work, where they stay, what they usually buy the
most, products they are interested in, what drives them into deciding on purchas-

ing something.
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There are tools and methods in places that business retailers have used to under-
stand the customers’ spending behaviour. Most small business retailers are still
using traditional methods like Google Analytics, Facebook insights audience, Hub-
Spot Service Hub to understand customers’ behaviours. At the same time, large
businesses use more advanced tools like machine learning techniques to analyse
their customer’s behaviour. Moreover, it has proved to be ideal. It looks at the fact
that machines can use the same information in helping monitor all transactions, in-
cluding detecting some abnormal transactions. This study focuses on the machine

learning tools used to understand the customer’s behaviour.

The study [2]carried out some investigation using a questionnaire survey to un-
derstand the customer’s attitude and spending pattern with credit cards. The test
was performed with attitude being the dependent variable and the independent
variables being: self-esteem, lifestyle, peer group pressure, time consciousness, and
exposure to gregariousness and advertisement. The predictions were made using
a regression model to check the relations between the dependent and independent
variables and discovered that only customers’ lifestyles and attitudes were signifi-
cant influencers of credit card customers’ spending behaviour. Therefore, lifestyle

and attitude were the foremost influencers for people staying in Malaysia.

Some studies [56] looked into the unique features of the customer wherein they
analysed the socio-economic, demographic and banking-specific deferments which
are influencing the selection of the credit card. The multinomial logit model was
used on banking information for customers in Italy, where the type of credit card
was used by the model as the dependent variable and set of exploratory variables.
The results indicated that women, older people, people residing in the centre of
Italy and secondary credit card owners are likely to get a classic card. Moreover,
credit card issuers can quickly develop a simple detection strategy by understand-

ing their customer behaviour with a credit card.
Therefore, the study mentioned above indicates that customers” behaviour with

credit cards differs with a specific group of people, age, and environment. Hence,
all credit card issuers need to understand the customers” behaviour to identify
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fraudulent behaviours within credit card transactions.

2.4 Feature engineering methods

In machine learning studies, we often use the raw data, which also contains dif-
ferent features that are important and not relevant to the study, which is why fea-
ture engineering is needed on the dataset before adding it to the model. Moreover,
feature engineering improves the predictive model’s performance [73], which also
adds to why it is crucial because it allows the creation of features that are impor-
tant towards the study’s main objectives, hence compatible with the model. Feature
engineering is the most crucial part of machine learning. Feature engineering is cre-
ating new features from existing features on the dataset following the target to be
learned and looking at machine learning algorithms [40]. Additionally, this process
includes the transformation of data towards the forms that better relate to the un-
derlying target to learning; hence it increases the effectiveness of the model [51]. As
noted in [8] feature engineering is a vital step in machine learning because it allows
designing artificial features into an algorithm. That algorithm then employs these

artificial features to enhance its performance or, in other words, reap better results
[84].

2.4.1 Feature engineering techniques for machine learning

Some data are made from datasets taken from different databases containing both
structured and unstructured datasets where each information will have its strength
and weakness. Therefore this implies that before feeding the data to a machine
learning model, it is vital to transform the original dataset into exciting features
that improve the performance of predictive models. The study [7] created new fea-
tures with the use of Recency, Frequency, Monetary (RFM) principle, wherein re-
searchers analysed the fraudulent transactional dataset preparing it for the predic-
tive models-namely, logistic regression and classification trees; with the engineered

data, there was an improvement in the credit card predictive model.
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Based on data normalisation and anomalies, data mining algorithms were pre-
sented to learn the structure and features of fraudulent and legitimate transactions.
[81]. Bayesian network classifiers, specifically K2, nave bayes, tree augmented nave
bayes (TAN), J48 classifiers, and logistics, were proposed to predict credit card
fraud. The dataset was pre-processed using normalisation methods and principal
component analysis, and as a consequence, all classifiers achieved an accuracy of

greater than 95%.

In detecting credit card fraud, the random forest was the proposed method, which
was analysed on a real-world dataset containing fraudulent transactions [42]. The
existing feature from the dataset was engineered using data normalisation to form
new exciting features, which was fed to the random forest model. As a result, the

model achieved 90% accuracy due to the features obtained from normalised data.

The Deep Convolution Neural Network (DCNN) was a proposed model for credit
card fraud detection [18]. The analysis was based on the real-world financial data,
wherein the dataset was re-scaled between 1-10, and the process of re-scaling the
data is known as data normalization. As a result, after 45 seconds, the DCNN model

achieved a detection accuracy of 99%.

In constructing a fraud detection model, selecting essential features from the dataset
is crucial, and this is usually done by aggregating the credit card transactions to an-
alyze the customer’s purchases behaviour. The study [9] expanded the transaction
aggregating strategy by proposing a set of new features which is based on analysis
of the periodic behaviour of transactions with the use of Von Mises distribution.
The dataset used in the study was a real dataset containing credit card frauds ob-
tained from a large European card processing company. They evaluated different
datasets of features that impact results and discovered that the proposed periodic
feature engineering methods show an average savings increase of 13%.

The study [83] offered an interesting feature engineering methodology for using
deep learning models to construct the detection systems for credit card fraudu-
lent transactions. A feature creation methodology based on homogeneity-oriented
behaviour analysis (HOBA) was provided to construct the fraud detection model.
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Then, learning algorithms were implemented into the system used for fraud detec-
tion to achieve good detection performance. The study was based on real-world
data from China’s top commercial banks. The experimental findings show that the
proposed methodology is a viable mechanism for detecting credit card fraud. For
future work, they want to work on the computational requirements of a real-time
system for fraud detection and look at how improved machine learning approaches
and various integrations of deep learning and standard data mining methods may
be used to detect fraud.

In order to solve the credit card fraud problem on the UCSD-FICO data containing
the fraudulent transaction, the supervised learning models were proposed; namely,
Random forest, decision trees and gradient boost trees [35]. The original dataset
was normalised to ensure that the dataset was between the same ranges since other
records had higher values than others. The proposed model showed some improve-

ment in the performance after new data was engineered.

The [65] carried out analysis by comparing the predictive power’s algorithmic im-
pact spanning three different supervised classification models: logistic regression,
gradient boosted trees and deep learning. The [65] also investigated the advan-
tages of creating features with domain expertise and feature engineering with an
auto-encoder, an unsupervised feature engineering technique. Furthermore, based
on their findings, the researchers concluded that feature engineering with domain
expertise significantly improves predictive power. Furthermore, the auto-encoder
allows one to lower the dimensionality of the data while somewhat increasing pre-

dictive ability.

The study focused on automated feature engineering using hidden Markov model
(HMM) to detect credit card fraud [48]. The hidden Markov represent was com-
bined with a cutting-edge expert-based feature engineering technique to model
temporal correlations to improve classification job performance and detect fraud-
ulent transactions. The findings suggested that the HMM-based feature engineer-

ing technique is essential with promising fraud detection capabilities. Similarly,
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HMM-based features could be developed in any supervised job that involves a se-
quential dataset. According to the reviews on this study on the feature engineer-
ing approaches, most studies employed normalising data techniques to build new
datasets within the same range, e.g. between 0 and 1; this technique showed to be
enhancing the performance of predictive/detection models selected in credit card
fraud problem; hence data normalization will be used in this study.

Feature engineering is necessary for all problems that are solved using machine
learning models; this is because it allows the creation of new features from the ex-
isting features that are compatible with the model hence increasing the model’s
efficiency and effectiveness.

2.5 Feature selection methods

Following feature engineering is the feature selection process wherein out of the
feature created during data pre-processing, we need to select only feature that are
important to the study and compatible with the selected machine learning mod-
els. Furthermore, this increases the model’s performance since the number features
would have been reduced.Feature selection, the process of extracting the most con-
sistent, non-redundant, and relevant features in model creation, is known as feature
selection. As the number and variety of datasets grow, it is more critical than ever
to reduce them methodically. The fundamental purpose of feature selection is to
improve the predictive model’s performance while lowering the modelling cost.
Feature selection strategies reduce the number of input variables by removing re-
dundant or unnecessary features and restricting the set of features down to the ones

most useful to the machine learning model.

2.5.1 Feature selection techniques for machine learning

The random forest is a supervised machine learning algorithm used as a feature im-
portance selector. The study [28], in intrusion detection, used the random forest to

score features according to how important the feature was towards the study. The
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data used in the paper was DAPRA 98 dataset, which provided the labelled data for
intrusion detection. The experimental results indicated that the proposed random
forest-based approach could choose the most essential and relevant features useful
for classification, reducing the number of input features and time and increasing

classification accuracy.

In the prediction of prostate cancer, the random forest was used for feature selection
[30], which was meant to increase the predictive model’s performance. The method
used for selecting essential features to the study increased the model accuracy up
to 87%. Therefore, the study concluded that random forest is suitable for selecting

important features.

[47] conducted research on sequence-based prediction of DNA-binding proteins
based on hybrid feature selection utilizing random forest and Gaussian naive Bayes.
The proposed feature selection approach combined random forest and wrapper-
based feature selection with the forward best-first search strategy to rank the fea-
tures. DBPred is another proposed technique that uses Gaussian naive Bayes as
the underlying classifier. It outperformed five other classifiers: decision tree, lo-
gistic regression, k-nearest neighbour, support vector machine with the polynomial
kernel, and support vector machine with radial basis function. Because of the ran-
dom forest feature, the proposed approach outperformed all other classifiers. As
a result, all of the experimental results imply that the proposed DBPPred can be
employed as an alternative perspective predictor for the large-scale identification
of DNA-binding proteins.

The practical feature selection study was carried out because feature selection is vi-
tal in speeding up the learning and improving the quality of the concept. The study
proposed a new algorithm for feature selection called relief; the algorithm uses sta-
tistical methods and avoids heuristic searching [37]. Even though the approach
does not always locate the small subset of features wherein the size is usually min-
imal because only statistically significant features were chosen. [37] focused on the
test findings found in two artificial domains, the LED display domain and the par-
ity domain with and without noise. Relief beats other feature selection methods

regarding learning time and concept accuracy, emphasizing Relief’s value.
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[85] suggested a random forest-based feature selection approach for producing low-
cost feature subsets by including feature cost into the construction of a basic deci-
sion tree process. A feature was chosen randomly when building a base tree, with
the probability proportional to its associated cost. The random forest method is
tested on the UCI dataset, where it is used for a medical diagnosis problem where
the fundamental characteristic is estimated. The results showed that their feature-
cost-sensitive random forest (FCS-RF) could select a low-cost subset of relevant
features and outperform other state-of-the-art feature selection approaches in real-

world applications.

The study [43]proposed using the Boruta R package to create a novel feature selec-
tion method for locating all features relevant to the study. The algorithm was built
as a wrapper for the random forest classifier. The proposed strategy eliminated
those aspects that statistical tests demonstrated to be less meaningful than random
probes. The Boruta package provided an easy way to interact with the algorithm.

The study [68] used the random forest to evaluate the feature selection and classifi-
cation of leukocytes. Many artefacts/noise are extracted during the automatic seg-
mentation of leukocytes from the intricate morphological background of tissue slice
pictures. Many artefacts/noise are extracted, resulting in a considerable amount of
multivariate data creation. This multivariate data impairs a classifier’s capacity to
distinguish between leukocytes and artefacts/noise. However, when compared to
a high-dimensional features space, the selection of crucial characteristics played a
significant influence in reducing computing cost and improving classifier perfor-
mance. As a result, the Gini importance-based binary random forest feature selec-
tion approach is introduced in this study. According to the results, the suggested
method successfully reduces redundant information while keeping good classifica-
tion accuracy compared to earlier feature reduction methods.

The study [71] explored feature selection-based adaptive credit card fraud detection
techniques J48 decision tree, AdaBoost, Random Forest, Naive Bayes, and PART
were employed in this study to detect financial fraud on credit cards. Their perfor-

mance was compared using five parameters: sensitivity, specificity, precision, recall,
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MCC, and accuracy. The tests were conducted using German credit card data, and
the efficiency of the detection mentioned above strategies based on filter and wrap-
per feature selection methods was assessed. The results showed that utilising the
tilter and wrapper approaches enhanced J48 and PART prediction accuracy. Finally,
the precision and sensitivity of J48, AdaBoost, and the random forest increased.

A various studies on feature selection have been reviewed, with a lot of them focus-
ing on using the random forest to select important features automatically. There-
fore, this study used a slightly different approach wherein features are selected
manually after the random forest has ranked them; only feature with the highest
scores will be selected.

2.6 Machine learning algorithms used in the detection

of credit card frauds

The paper [27] examined neural networks” performance in detecting credit card
fraud. Over two months, the neural network-based fraud detection system was
trained and tested on account transactions that included activity from lost cards,
stolen cards, application fraud, counterfeit fraud, mail-order fraud, and non-received
issue fraud. The study employs supervised learning. The network detected more
fraudulent accounts with fewer false positives than rule-based fraud detection. The
networks’ performance was then evaluated based on the accuracy and timeliness
of detecting a fraud. The system was installed on an IBM 3090 at Mellon Bank and
used for fraud detection on that bank’s credit card portfolio.

The papers [58, 74] investigated machine learning algorithms on credit card fraud
detection, where evaluations were made on a real-world dataset. However, the ap-
proach from both studies is different. Since study [74] evaluated several machine
learning algorithms as well as meta-learning, and Tested techniques are ID3, CART,
BAYES, and RIPPER. Whereas study [19] evaluated the performance of computa-
tional intelligence based on clustering and filtering capabilities of self-organizing

maps. Clustering helps in identifying new hidden patterns in input data, which
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cannot be done using statistical methods, which is why the researchers [19] con-
cluded that the approach used achieved efficient and cost-effective accurate anal-
ysis. The results from [74] indicate that the RIPPER and CART had the highest
True Positive rate (80%), but a lower False Positive rate (16%), and the results were
equivalent. ID3 works reasonably well, but BAYES outperforms the others by clas-
sifying nearly every transaction as non-fraud. According to researchers using [74],
a 50%/50% distribution of fraud /non-fraud training data produced classifiers with
a high actual positive rate and a low false-positive rate. The best approach discov-
ered was meta-learning with BAYES as a meta-learner to combine base classifiers
with the highest True Positive rates learnt from a 50%/50% fraud distribution.

For credit card fraud detection, the study [4], Used a database-driven mining strat-
egy. The technology employs a neural network method, and CARDWATCH in-
cludes the neural network technique. The system was tested on synthetically cre-
ated data using an auto associator. The acquired results revealed that successful
fraud detection rates with an accuracy of 85% and legal transaction identification

rates of 100% were achieved.

The study [15] investigated credit card fraud detection. The neural network was
selected for the study. However, it was then combined with other data mining tech-
niques due to some obstacles of using neural networks alone. Results proved the
combination of the techniques to successfully obtain a high fraud coverage com-

bined with a low false rate alarm.

The paper [23] discussed the mechanical design of user profiling for fraud detection
using a range of data mining approaches. In a massive database of consumer trans-
actions, rule-learning software was employed to find signs of fraudulent behaviour.
The indicators were then utilized to build a set of monitors that monitored normal
client behaviour and alerted to anomalies. The monitor outputs were used to com-
bine evidence to generate high-confidence alarms. The method has been used to
detect cellular cloning fraud based on a call records database. The results show that

the intuitive technique outperforms hand-crafted strategies for detecting fraud.

Studies [19, 70], evaluated the performance of classification models in detecting
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credit card frauds. [70] evaluated the performance of decision trees, neural net-
work, and logistic regression. The results from [19, 70] indicate that neural network
and logistic regression outperforms decision trees. However, study [19] evaluated
the support vector machine (SVM) and Artificial neural network. The discovery is
that SVM and ANN are comparable in training, but ANN tends to overfit training
data. Hence it will have poor performance in feature predictions if the dataset is

small.

The study [66] proposes sporadic principles for detecting credit card fraud because
occasional rules are the most well-studied models for data mining. Association
rules are utilized to extract information, resulting in standard behaviour patterns
in irregular transactions, ensuring fraud detection and prevention. The data used
comes from Chilean retail companies. Association rules help overcome challenges
with less support and confidence, minimise execution time, decrease superfluous

rule development, and contribute more intuitive results.

[53] suggests using Dempster-Shafer theory and Bayesian learning to detect credit
card fraud. The detection system comprises four parts: a rule-based filter, a Dempster-
Shafer adder, a transaction history database, and Bayesian learning. Based on the
tirst assumptions, the transactions were normal, abnormal, or suspicious. Bayesian
learning was utilised to reinforce or weaken the belief based on the resemblance
with the fraudulent transaction history. As a result of rigorous modelling using
stochastic models, a fusion of other evidence has a powerful beneficial influence on
the performance of credit card fraud detection systems.

The papers [6, 41] carried out a research on credit card fraud detection in real-world
scenarios using the random forest model to detect frauds in credit card transactions.
However, the models were evaluated using a different evaluation matrix. Wherein
[6] evaluated the model’s performance based on the accuracy, sensitivity, specificity,
and precision. The results indicated the random forest model’s best performance
with 98.6% accuracy, whereas the study [41] evaluated the model’s performance
based on accuracy and confusion matrix. Their results indicated that the optimal

accuracy for Random Forest is 90%.

© University of Venda



University of Venda
Creating Future Leaders

@

20

The study [20] undertook an evaluation of strategies utilised in credit card fraud de-
tection; their key goals were first to identify the various types of credit card fraud
and, second, to analyse alternative fraud detection approaches. The secondary goal
was to present, compare, and analyse newly published credit card fraud detection
findings. [20] covered how to detect various sorts of fraud, such as bankruptcy
fraud, counterfeit fraud, theft fraud, application fraud, and behavioural fraud, as
well as detection methods such as pair-wise matching, decision trees, clustering ap-
proaches, neural networks, and evolutionary algorithms.

The paper [5] identified fraud detection as one of the most common difficulties in

the secure banking research sector for reducing the losses of banks and e-transactions
organizations; wherein logistic regression (LR), random forest (RF) and modern

classifiers such as XGBoost (XG) and CatBoost (CB) were used to test the effect of

unbalanced data. Furthermore, by comparing the results with and without balanc-

ing and then focusing on the savings measure to test the impact of cost-sensitive

wrapping of Bayes minimum risk (BMR), they used Fl-score, AUC, and savings

measures. The results show that CB has the best savings with 71%, 97% when us-

ing SMOTE, and 98 per cent when combining SMOTE and BMR, while XG has the

best protection of 76% when using BMR without SMOTE.

The paper [69] is on the prediction of credit card fraud; the researcher explored
and tested the effectiveness of Random Forest, AdaBoost, XGBoost, and LightGBM
Classifiers on a heavily distorted credit card fraud dataset. The model’s perfor-
mance was assessed based on its accuracy, sensitivity, specificity, and precision. The
results showed that Random Forest, AdaBoost, XGBoost, and LightGBM classifiers
had the best accuracy 85%, 83%, 97.4%, and 93%, respectively.

The paper [62], researched the detection of credit card fraud using a genetic al-
gorithm, an optimisation technique, and an evolutionary search based on genetic
and natural selection principles, a heuristic used to solve high complexity compu-

tational problems.

The study [52] presented methods they used in the detection of credit card frauds,
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and those methods are decision tree, genetic algorithm, meta-learning strategy, neu-
ral network, and HMM. In contemplate system for fraudulent detection, the artifi-
cial intelligence concept of support vector machine (SVM) and decision tree were
used to solve the problem. Thus, by implementing their approach, financial losses
could be reduced to a greater extent.

The paper [76] discussed automated credit card fraud detection using a machine
learning algorithm. They applied two machine learning algorithms: artificial neu-
ral and Bayesian belief networks. Their results concluded that both techniques have

promising results even in the feature.

The project [77] mainly focused on credit card fraud detection in the real world
by applying a random forest algorithm; they evaluated the model’s performance
based on accuracy, sensitivity, specificity, and precision. Their results indicated that
the optimal accuracy for Random Forest is 98.6%.

The study [59] focused on real-time fraud detection and proposed a new innovative
approach towards understanding how customers spend their money to decipher
potential fraud cases. The study made use of the self-organising map to decipher,

filter and analyse customer’s behaviour for fraud detection.

The study [67] used the association rule since they are considered best-studied mod-
els for data mining. The proposed methods extract knowledge so that standard
behaviour patterns may be obtained in unlawful transactions from transactional
credit card databases for fraud detection and prevention. The analysis was done on
the data about credit card fraud in some of the most important retail companies in
Chile.

The study [54] suggested an innovative method for detecting credit card fraud by
combining current and past behaviour evidence. The fraud detection system com-
prises four parts: a rule-based filter, a Dempster-Shafer adder, a transaction history
database, and a Bayesian learner. The rule-based component assessed the level of
suspicion for each incoming transaction based on the extent of its divergence from
a good pattern. The Dempster-theory Shafer’s was used to combine many sources
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of evidence to compute shreds of evidence and an initial belief. The transactions
were categorized as normal, abnormal, or suspicious, depending on the first belief.
Once a transaction is suspected, belief is raised or lessened based on its closeness
to fraudulent or authentic transaction history, as determined by Bayesian learning.
The extensive simulation with stochastic models demonstrates that the fusion of
multiple pieces of data has a significantly positive impact on the performance of a

credit card fraud detection system compared to other methods.

The paper [24] proposed an ensemble model based on sequential modelling of data
with a deep recurrent neural network to detect credit card fraudulent activities.
Furthermore, as mentioned earlier, they presented a novel algorithm for training
the voting. The analysis was based on two real-world datasets; the proposed model
outperformed the state-of-art models in all the evaluations. Finally, the time anal-
ysis of the proposed solution is efficient and effective in terms of real-time perfor-

mance versus the recent models in the field.

2.7 Summary

The majority of the studies evaluated the performance of various stand-alone ma-
chine learning models applied on a different dataset, and the models were per-
forming well. Most of the studies evaluated their model’s performance based on
the most used evaluation matrix for classification models and by looking at the
model’s accuracy. Some of the studies used a traditional statistical model for fraud
detection. Overall, the results from the studies show that a model’s performance
in the detection of credit card frauds varies in terms of the dataset being used in
the studies, models being used in the study, processes involved in training the
model, and matrices used in evaluating the model’s performance. Therefore, in
this study, we introduce the combination of boosted random forest model, which
is made up of combine two models, namely, Adaptive boosting and random forest;
the model’s performance will be evaluated using a confusion matrix and by looking

at the model’s accuracy.
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Chapter 3

Research Methodology

3.1 Introduction

This chapter gives a brief account of the methods applied in the research during the
analysis and training of the predictive model. The analysis in the study is based
on secondary data. Before feeding the data to the model, various processes are in-
volved, such as data exploratory analysis and data pre-processing, which allows
the creation and selection of the features compatible with the proposed method,
boosted random forest. Additionally, with the newly created and selected feature,
the model’s performance will be advanced, and evaluations are made based on the

confusion matrix and looking at the accuracy of the model.

3.2 Research design

Research design generally describes the logical sequence of the research study. The
study focuses on developing a model that will predict whether a transaction made
using a credit card is a fraud or not, based on the time and amount of the transac-
tion. The predictions made by the model be beneficial to both companies like banks
and its client since they will be able to detect and stop fraud from being occurring.
Hence both customer and company will not be harmed.

There are many predictive models in machine learning that can be used to make

such predictions. Machine learning is categorised into supervised and unsuper-

vised. In supervised machine learning, we will train the machine by learning from
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labelled data to make predictions, and this type of learning builds predictive mod-
els. Unsupervised machine learning makes predictions from unlabelled data, and
they learn from the structure of unlabelled data to make predictions. The research
will use supervised learning since the prediction of credit card frauds will classify

transactions as either fraud or not a fraud.

There are two supervised learning techniques to solve linear or classification prob-
lems: linear regression and classification techniques; linear regression is a tech-
nique that is usually used in anticipating, modelling, and identifying quantitative
data relations. In contrast, using data processing and pattern recognition, classi-
fication predicts a qualitative response. There are several classification methods,
but some of the commonly used techniques are logistic regression, k-nearest neigh-
bours (KNN), decision tree, random forest, artificial neural networks (ANN), and
support vector machine (SVM). Random forest is selected for this study, wherein
it will be combined with the Adaptive boosting (AdaBoost) algorithm to solve the
classification problem. AdaBoost is introduced for better performance of a random

forest model.

3.3 Data

3.3.1 Dataset information

The dataset was chosen from Kaggle; it is a simulated credit card transaction dataset
that includes both valid and fraudulent transactions. It protects the credit cards of
1000 clients that transact with a pool of 800 merchants. Brandon Harris” Sparkov
Data Generation GitHub tool was used to build the dataset. There are 1296675 ob-
servations and 23 variables in the dataset. The simulation was run from January
1st, 2019, to December 31st, 2020.

3.3.2 Exploratory data analysis

Exploratory data analysis will help analyse the data to determine their character-
istics, such as the variable with the most robust prediction, such that we will be
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able to identify it. The process involves cleaning data and removing irrelevant in-
formation from the data. The irrelevant information from our dataset could be any
features that are unique identifiers such as name, last name, account numbers and
any other information present on the dataset after the fraudulent activities have
been executed, such as a year, merchant longitude and a zip code. We can also view
and understand the relationship between our features, which also helps in under-

standing features that are important in our study.

3.4 Methods

3.4.1 System specification

The scientific packages used in this analysis are imported using Python 3. The
model is implemented from Scikit learn, a python three( 3) library. The python soft-

ware runs on 16GB Lenovo ThinkPad with Windows 10 operating system.

3.4.2 Data pre-processing

Data preparation (also known as "data preprocessing') transforms raw data so that
data scientists and analysts can use machine learning algorithms to discover in-
formation or make predictions. It is a key to solving a problem [57], And if done
properly, it will increase the efficiency of a boosted random forest model [82]. How-
ever, it is crucial to understand the dataset structure before data preparation. Fur-
thermore, the process is known as exploratory data analysis(EDA), EDA is a long-
standing statistical tradition that offers conceptual and analytical tools for finding
patterns in order to promote hypothesis formation and refinement [10]. Exploratory
data analysis will help analyse the data to determine their characteristics, such as
the variable with the most robust prediction, such that we will be able to identify it.

Furthermore, once we understand the dataset structure, we will undertake data

cleaning, which is the process of fixing or eliminating incorrect, damaged, incor-

rectly formatted, duplicate, or incomplete data from a dataset. When integrating
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many data sources, there are numerous opportunities for data to be duplicated or
mislabeled. If the data is incorrect, the results and algorithms are untrustworthy,
even if they appear correct. Because the techniques vary from dataset to dataset, it
is impossible to prescribe the exact steps in the data cleaning method. Data cleans-
ing is critical since it ensures that we have the essential data for predicting credit

card fraud, increasing a model’s accuracy.

Whenever the data is ready, we will implement the data preprocessing technique.
Preprocessing is a technique that converts the raw data into an intelligible format.
Raw data, known as real-world data, is often incomplete, and it cannot be trans-
mitted through a model, which will make some errors, which is why data must be
preprocessed before sending through a model. There are several steps involved in
data preprocessing: importing libraries, reading the data, checking for missing val-
ues, checking for categorical data, scaling the data, and splitting the data. This is a

stage where the feature creation process is carried out.

Feature creation is a way of creating new features from one or more existing fea-
tures, which might be used in statistical analysis. This process will add new fea-
tures accessible during a model, hopefully generating an accurate model. Every
model requires features to have specific characters to perform well. The reason for
performing feature creation is that it will help prepare a proper input dataset com-
patible with the random forest algorithm and improve the random forest model’s
performance, which will improve the performance of a model, reducing the chances

of model over-fitting and running time.

For feature creation, in this study, we will use normalisation to create new features
that will be scaled between a specific range using min-max normalisation. In min-
max normalisation, a linear transformation is done on the original dataset, fetching
the minimum and maximum values from the dataset and replacing each value ac-

cording to the following formula.

, X —Min(A)
~ Max(A) — Min(A)
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Where,

A is the attribute data

Min (A) is the minimum absolute value of A
Max (A) is the maximum absolute value of A
X’ is the new value of each entry in the dataset

Xis the original (old) value of each entry in the dataset.

The min-max normalisation techniques will range from 0 and 1 since our dataset
contained different ranges of values. For example, gender has a range from 0-1,
while the amount range from 0-1000000. In this case, limit balance is about 10000
times larger than age; with a dataset with different feature ranges, the model will
not learn because different features have different ranges. To avoid this kind of
difference between features, we will apply normalisation on the whole dataset such
that the model produces efficient and accurate results.
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FIGURE 3.1: Random Forest
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Random forest is a supervised algorithm of classification trees; it works for both
regression and classification problems. Random forests create decision trees on ran-
domly selected data samples, get predictions from each tree, and select the best so-
lution through voting as indicated in Figure 3.1 [46]. When trees operate together,
they protect each other from individual errors in this model. While some trees
might be wrong, others will be right, so as a group, they can make the right deci-
sion, which will increase the chances of an accurate prediction; this is what makes
the random forest model advantageous over other predictive models.

During the training, trees in random forests learn from random samples of data
points. The random forest can memorise the training data wherein samples are
drawn by a replacement, called bootstrapping. During testing time, predictions of
each tree are generated by averaging predictions of each tree. Training each tree
on different bootstrapped subsets of data and average the predictions is known as
bootstrap aggregation. Bootstrap aggregation reduces the variance between learned
and trained data since the random forest has a high variation between learned data

and trained data.

This study will focus on the classification problem. Additionally, a random forest
algorithm looks for the best suitable features among a set of features rather than
the best possible features when splitting a node from multiple trees. Random forest
model will be implemented from the scikit-learn library to perform feature impor-

tance for the feature selection process

The most critical thing we look at while building a model is the efficiency and accu-
racy, which are more important things that should be optimised. So we can improve
the model’s prediction accuracy by increasing the number of trees before making
any computation on averaging predictions. Having more trees is disadvantageous
since it decreases the speed of a model. Besides the increasing number of trees, we

can also maximize the number of leaves that a model requires to split the node.

Other parameters can also help improve the performance of a random forest model.

However, other random forest parameters we can use to improve the speed of the
model are "N-JOBS," "RANDOM-STATE," and "OOB-SCORE."
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(i) Feature selection
Feature selection helps solve over-fitting and the curse of dimensionality in
a data set by reducing the number of features in a model and optimising the
model’s performance. Reducing the number of features, the output model
will become more efficient and more comfortable to interpret and make; hence
the model will make accurate feature predictions. We will use the feature
importance rank since the random forest is selected for this study and is a
tree-based model. Mean decrease impurity and mean decrease accuracy are

used in feature importance random forest.

(i) Random forest feature importance
We will use the random forest feature importance for feature selection, which
will allow us to find the feature importance of each variable in the dataset.
Feature importance will give us the score of each variable/feature in the dataset.
The features with a high score are the once, which will be more important than

the target variable’s feature.

AdaBoost is a machine learning meta-algorithm that can enhance the efficiency of
many other machine learning algorithms. The other machine learning algorithms
(‘'weak learners’) are combined into a weighted sum that represents the boosted
classifier’s final output [16]. AdaBoost is adaptive because subsequent weak learn-
ers are tweaked in favour of those instances misclassified by previous classifiers.
In specific problems, it may be less susceptible to over-fitting than other machine
learning algorithms. Individual learners can be poor, but as long as each output
outperforms random guessing, the final model can be seen to converge to a strong
learner. Adaptive Boost algorithms can be used for both classification and regres-
sion problems.
So, due to the extreme random training, the random forest is resistant to noise and
highly generality. It does, however, necessitate a large number of decision trees, as
using fewer decision trees lowers the efficiency of a model. As a result, it loses its
generality when implemented on small-scale hardware. As a result, boosting has
been added to the random forest.

Moreover, the feature importance technique is used for feature selection, which
will allow us to find the feature importance of each variable in the dataset. Feature
importance will give the score of each variable/feature in the dataset. The features
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with a high score are the ones that will be important for our model towards credit
card fraud detection.

The performance of our boosted random forest will be evaluated using model ac-
curacy and confusion matrix. The confusion matrix is the table that describes the
performance of a model on a set of test data for which actual values are known. The
confusion matrix is primarily used in studies that solve the classification problem
on unbalanced data.

3.5 Evaluation matrices

Evaluation matrices selected for this study are:
* Confusion Matrix
* Accuracy, Recall, Precision and F1-core

¢ ROC CURVE and AUC

3.5.1 Confusion matrix

This is the evaluation matrice that indicates which indicates the classes that were
classified correctly, which classes are misclassified and what type of errors are made.
Below is the metrics of confusion matrix:

TABLE 3.1: Confusion matrix

True Positive | True Negative

Predicted Positive P FpP
Predicted Negative FN TN
1

* True Positive (TP): The proportion of predictions in which the classifier cor-
rectly predicts the positive class as positive.
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* True Negative (TN): The proportion of predictions in which the predictor ad-
equately predicts that the negative class is negative.

* False Negative (FN): The proportion of predictions in which the predictor pre-

dicts a negative class as a positive class.

* False Positive (FP): The proportion of predictions in which the predictor wrongly
anticipates a positive class as a negative class.

Some of the performance measures are used from the confusion matrix are:

* accuracy: It offers you the model’s overall accuracy, which is the percentage

of total samples correctly identified by the classifier.

* Recall: It indicates how many positive samples were predicted correctly as

positive by the classifier.

* precision: It tells you what percentage of forecasts in the positive class was

correct.
* Fl-score: It incorporates precision and recalls into a single metric.

e ROC CURVE and AUC: This is of the evaluation matrices that represent the

actual performance of the model considering all possible probability cut-offs.

3.6 Summary

Since this study is detecting whether a transaction made is fraudulent or not, this
is a type of classification problem which classifies transactions based on two an-
swers presented in the form of binaries or not. The research technique used will be
a boosted random forest. It can make the detection of fraudulent behaviour reliable
because of the boosting algorithm added to the random forest algorithm. The algo-
rithm also uses an ensemble of trees in making decisions and can handle missing
values, making it a model that promises good results. However, since it is time-
consuming to make predictions, we will use high-importance features discovered

in the feature selection process, reducing waiting time.
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Chapter 4

Results analysis

4.1 Introduction

The study focuses on analysing the performance of boosted random forest on credit
card fraud detection. The analysis is based on the financial data obtained from an
online source called Kaggle. The results in this section include the dataset informa-
tion and the visualisations which are then used to understand customer’s spending
behaviour, such that we can come up with insightful information that helps in un-
derstanding the cause of these fraudulent transactions and also what is it that we
can look at to say the transaction is suspicious or fraudulent. Hence out of those
insights, we can develop the model to detect fraudulent cases efficiently and ef-
fectively. Understanding customer behaviour improves the feature creation and

feature selection process, for the purpose of improving the model’s performance.

4.2 Exploratory data analysis

The dataset includes the variable “Unnamed” which in our study is not relevant,
since this is the variable containing the automatically generated records. Addition-
ally, other variables, “first” and “last”, which indicate the first and the last name
of a credit card holder, were also removed from the dataset because all these vari-
ables had no importance towards detecting credit card fraud. Moreover, apart from
the three variables (Unnamed, first, last), there is no other containing any redun-
dant information, poorly formatted or having no impact on the study. Therefore for

analysis testing of the model, only 18 variables are left, with the last variable on the
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Looking at the dataset information, we discovered the number of columns, number

of records, number of entries, data-type and memory used by the dataset.

TABLE 4.1: Confusion matrix of random forest model on testing

dataset

Information About Dataset

amt
category
co_num
city

city pop
dob

gender
is_fraud
job

lat

long
merch_lat
merch_long
merchant
state
street
trans_date_trans_time
trans_num
unix time
zip

memory usage: 257.8+ MB
Mone

1584254
1684294
1684294
1584204
1584204
1684294
1684294
1584204
1584204
1584254
1684294
1604294
1584204
1584204
1684294
1684294
1584204
1584204
1584254
1684294

<class 'pandas.core.frame.DataFrame’>
Int64Index: 1684294 entries, @ to 555718
Data columns (total 28 columns):

non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null

dtypes: floatd4(s), inté4d(4), object(1®)

floatsd
object
floatsd
object
inte4d
object
object
inte4d
object
floatsd
floats4d
floate4d
floate4d
object
object
object
object
object
inted
int64

From Table 4.1 it indicates that there are 18 variables and 1604294 records, data
types are: float 64 (6), int 64 (4), object (12) and memory used is 281.5 MB. More-
over, as part of data processing is also essential to check if there are any missing

values; from Table 4.1 results shows that the dataset does not have any missing val-

ues.
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Our study is supervised learning wherein the dataset is labelled, with the target
variable indicating whether the transaction made by a customer was legit or not.
Moreover, it is represented by binary numbers 0 and 1, where 0 represent legit (non-
fraudulent transaction), and 1 represent non-legit( fraudulent transaction).

1800000
1400000
1200000

1000000

co

‘800000

600000

400000

200000

is_fraud

FIGURE 4.1: Non-fraudulent transactions (0) vs fraudulent transac-
tions (1)

From Figure 4.1, the dataset contains a lot of legit transactions, wherein it has
1596143 non-fraudulent transactions and 8151 fraudulent. It is also supported by
the diagram below, which shows the visualisation between 0 and 1’s, wherein it can
be seen that the dataset is highly imbalanced.
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Since we are dealing with credit card fraud, it is vital to understand the customer’s
behaviour to get answers on how they spend their money.

160000
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T
5
80000
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0

Ko &
épé’”&#ﬁ' @ﬁ&

ﬁlgry

o

FIGURE 4.2: Merchants where customers use their credit cards
The Figure 4.2, most customers spend their money most on Gas and transport since

there was the highest number of transaction, and spent less on travel since it was
the lowest.
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FIGURE 4.3: Female vs Male customers
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Looking at the gender in which was making a lot of transactions using the credit

card, Figure 4.3 shows that females make more transactions than males. And this

also means that females are more likely to be victims of fraud since they make many

transactions with a credit card.

300000
250000
200000

€
E 150000
100000
50000

0

5 5
,\j’bp (‘&\ jb@ fdf #@‘@ @oeps‘ ﬁ
day_of_week_name

FIGURE 4.4: Days of the week.

A lot of transactions made by the customers were made during the night. And most

of these transactions were made on Mondays and Sundays.

© University of Venda



@l

University of Venda
Creating Future Leaders

37

4.3 Feature creation

The dataset has values with different ranges. The dataset having different ranges
tends to have many outliers, resulting in the model over-fitting (the model will not

be able to learn). Hence, giving out the results is not accurate.

So, in our study, we create new features by scaling the whole dataset between the
range on 0 and 1. The technique used to normalise the dataset is min-max normali-

sation, normalised using the default range.

4.4 Model results and performance

To evaluate the model’s performance, we split the dataset into an 80:20 split ratio,
where 80% of the dataset is for training, and 20% is for testing a model. There-
fore, the training set contained 1283435 observations, and the testing set contained
320859 observations. The data in our study is not split randomly. We set the param-
eter random-state=0. The splitting of the dataset is done on the normalised data.
The data in our study is not split randomly. We set the parameter random-state=0.
The splitting of the dataset is done on the normalised data. In this study, we are
dealing with a classification model. We will evaluate the model’s performance us-
ing a confusion matrix; a confusion matrix is mostly used in a classification prob-
lem. Additionally, the confusion matrix enables us to find other performance mea-
sures: recall and precision of a random forest. A recall is the proportion of actual
positive cases that are correctly identified, and precision is the proportion of posi-
tive cases that were correctly identified.

44.1 Random forest

In the random forest, we need as many trees as possible for our model to be better
and produce accurate results. The random forest model is implemented using the
Scikit learn python library, consisting of different built-in functions. Random forest
models have different parameters that impact the performance of the model. Below
is the python code showing different random forest parameters,
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TABLE 4.2: Python code for random forest parameters

RF.fit(x_train,y_train)

out[

In [31]: from sklearn.ensemble import RandomForestClassifier
RF=RandomForastClassifier(bootstrap=True, class_weight=None, criterion="gini’,
max_depth=18, max_features="autc', max_leaf nodes=None,

min_impurity_decrease=-8.8, min_impurity_split-None,
min_samples_leaf=3, min_samples_split-=5,
min_weight_fraction_leaf-€.@, n_estimators=2888,

n_jobs=None, oob_score=False,
verbose=@, warm_start=False)

[31]: RandomForestClassifier(bootstrap=True, class_weight=None, criterion="gini’,
max_depth=18, max_features='auto', max_leaf nodes=None,
min_impurity_decrease=@.8, min_impurity_split=None,
min_samples_leaf=3, min_samples_split=5,
min_weight_fraction_leaf=0.8, n_estimators=280@,
n_jobs=None, ocob_score=False, random_state=None,
verbose=8, warm_start=False)

38

We changed some parameters to ensure better model performance, and those pa-

rameters that were changed are max-depth, min-sample split, min-sample leaf, and

n-estimators. These parameters contributed to solving model over-fitting like pro-

ducing 100% in training and 82% in testing accuracy and enabling the model to

produce accurate results. The remaining parameters were set by default.

When training a random forest model, we must ensure that we have as many trees

as possible. So in our study, we used "n-estimators=2000", which indicate the num-

ber of trees on Table 4.2, which we use in our training and testing our model.

According to the confusion matrix in Table 4.3, there are 639 true positive and

319213 true negative values.

TABLE 4.3: Confusion matrix of random forest model on testing

dataset

True Positive

True Negative

Predicted Positive

319171

74

Predicted Negative

765

849
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The random forest performed well in predicting the majority of the class (legit trans-
action represented by the 0) since out of 319245 legit transactions, 319171 transac-
tions were predicted correctly. Looking at the minority class, which contains fraud-
ulent transactions, random forest performed poorly; out of 1614 fraudulent trans-
actions, only 849 were predicted correctly.

Cumulative Gains Curve
Cumulative Gains Curve

0.0 0.2 0.4 0.6 0.8 1.0 0.0 02 04 06 08 10
Percentage of sample Percentage of sample

(A) Training set (B) Testing set

FIGURE 4.5: Gain charts for random forest model

Gain at a given decile level is the ratio of a cumulative number of targets up to that
decile to the total number of targets in the entire data set, from both of our charts
Figure 4.5a and 4.5b, for training and testing, the percentage of targets covered at a
given decile level. For example, the top 20% of the dataset would contain approx-
imately 100% of the fraudulent transactions, which means by just approving the

20% of the transaction, even the fraudulent transaction would be approved.
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FIGURE 4.6: Lift charts for random forest model

Lift chart from Figure 4.6a and 4.6b, measures how much one can expect to do with
a predictive model compared without a model. It is the ratio of the gain percentage
to the random expectation percentage at a given decile level. From the testing set,
the Lift of 25 for two deciles means that when selecting approximately 10% of the
records based on the model, one can expect 25 times the total number of targets
(events) found by randomly selecting approximately 10% without a model.
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FIGURE 4.7: Kolmogorov-simimov statistics for random forest model

Kolmogorov-simimov statistics (KS statistics) this is a metric used by credit card
issuers to know how many transactions they should target in order to be able to
detect fraudulent transactions. Our KS-statistics from the training set is 90%, and
in the testing set, our KS-statistics is 81%.
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4.4.2 Adaptive boosting

In the Adaptive boosting, we use same parameter with same values as random
forest e.g. (n-estimators=2000).Below is the python code showing different random

forest parameters,

TABLE 4.4: Python code for adaptive boosting parameters

In [39]: ab= AdaBoostClassifier(n_estimators=2e8@e, learning_rate=1)
model=ab.fit(x_train,y_train)

According to the confusion matrix in Table 4.5, there are 472 true positive and
318966 true negative values.

TABLE 4.5: Confusion Matrix of adaptive boosting Model

True Positive | True Negative

Predicted Positive 318969 276

Predicted Negative 1195 419

The adaptive boosting performed well in predicting the majority of the class (which
is legit transaction represented by the 0) and the minority of the class compared to
the random forest model since out of 319245 legit transactions, 318969 transactions
were predicted correctly. Looking at the minority class, which contains fraudulent
transactions, out of 1614 fraudulent transactions, only 419 were predicted correctly.
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Cumulative Gains Curve
Cumulative Gains Curve
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FIGURE 4.8: Gain chartsfor adaptive boosting model

Gain at a given decile level is the ratio of a cumulative number of targets up to that
decile to the total number of targets in the entire data set, from both of our charts
in Figure 4.5a and 4.5b, for training and testing, the percentage of targets covered
at a given decile level. For example, the top 20% of the dataset would contain ap-
proximately 100% of the fraudulent transactions, which means by just approving
the 20% of the transaction, even the fraudulent transaction would be approved.

Lift Curve Lift Curve
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FIGURE 4.9: Lift charts for adaptive boosting model

Lift chart from Figure 4.9a and 4.9b, measures how much one can expect to do with
a predictive model compared without a model. It is the ratio of the gain percentage
to the random expectation percentage at a given decile level. From the testing set,
the Lift of 100 for two deciles means that when selecting approximately 0% of the

records based on the model, one can expect 100 times the total number of targets
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(events) found by randomly selecting approximately 0% without a model.
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FIGURE 4.10: Kolmogorov-simimov statistics for adaptive boosting
model

Kolmogorov-simimov statistics (KS statistics) this is a metric used by credit card
issuers to know how many transactions they should target in order to be able to
detect fraudulent transactions. From the training set, our KS-statistics is 87%, and
in the training set, our KS-statistics is 86%.

Therefore looking at the overall performance of these two models, random forest
performed better than adaptive boosting. However, looking at the accuracy of each
of these models, we can tell that all these models were overfitting, with random for-
est having an accuracy of 100%, whereas there is some prediction done incorrectly.
Moreover, adaptive boosting with the accuracy of 99%. Furthermore, neither ran-
dom forest nor adaptive boosting could correctly predict 100% or 99% of the dataset
as per the confusion matrix in Table 4.3 and 4.5.
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4.4.3 Boosted random forest

Random forest and Adaptive boosting in this study are combined to develop the
best model, with the random being the base model and the adaptive boosting model,
for boosting the performance of the random forest, ensuring that there is no over-
fitting. The boosting model is leveraged in the boosted random forest when a low
variance and high bias are observed to ensure an optimal final model.

TABLE 4.6: Confusion matrix of boosted random forest model

True Positive | True Negative

Predicted Positive 319190 55

Predicted Negative 295 1319

According to the confusion matrix in Table 4.6, there are 1319 true positive and
319190 true negative values.

Boosted random forest model performed well in predicting minority and major-
ity classes. The boosted model in table 3, out of 319245 legit transactions on the
dataset, 319190 transactions were predicted correctly. Looking at the minority class,
which contains fraudulent transactions, out of 1614 fraudulent transactions, only
1319 were predicted correctly. Furthermore, the model’s accuracy is 99.9%, which
means that 99.9% of the overall dataset was predicted correctly, which is also scien-
tifically proven by the results in Table 4.6.
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Cumulative Gains Curve Cumulative Gains Curve
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FIGURE 4.11: Gain charts for boosted random forest model

Gain at a given decile level is the ratio of a cumulative number of targets up to that
decile to the total number of targets in the entire data set, from both of our charts
Figure 4.5a and 4.5b, for training and testing, the percentage of targets covered at a
given decile level. For example, the top 20% of the dataset would contain approx-
imately 100% of the fraudulent transactions, which means by just approving the

20% of the transaction, even the fraudulent transaction would be approved.
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FIGURE 4.12: Lift charts for boosted random forest model

Lift chart from Figure 4.12a and 4.12b, measures how much one can expect to do
with a predictive model compared without a model. It is the ratio of the gain per-
centage to the random expectation percentage at a given decile level. From the
testing set, the Lift of 100 for two deciles means that when selecting approximately
0% of the records based on the model, one can expect 100 times the total number
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of targets (events) found by randomly selecting approximately 0% without a model.
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FIGURE 4.13: Kolmogorov-simimov statistics for boosted random for-
est model

Kolmogorov-simimov statistics (KS statistics) this is a metric used by credit card
issuers to know how many transactions they should target in order to be able to
detect fraudulent transactions. From the training set, our KS-statistics is 87%, and
in the training set, our KS-statistics is 86%.

The boosted random forest model performed better than the individual models
(random forest and adaptive boosting). It also solved the issues of overfitting and
being biased against the minority class, proving that the boosted random forest
predicted those transactions accurately. Therefore, the boosted random forest is the
best model for detecting credit card fraud.
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Feature Selection

We used the Scikit learn library to compute feature selection using random forest
feature importance. Below are the rankings showing how important a feature is in

predicting credit card defaulters.

Feature Importances
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FIGURE 4.14: Random forest feature importance

Figure 4.14 helps us see the essential features that play a significant role in predict-
ing credit card defaulters. From the graph, "amt = amount" is the strongest predictor
since it has the highest importance score, which indicates that the amount of money
the customer use daily can play a vital role in detecting whether the transaction
made is fraudulent or not. Moreover, this is because if the customer makes a par-
ticular purchase of a certain amount between a specific range, and out of nowhere
the customer decides to exceed that limit two times or more than what they usually

spend, it raises concerns to the system and hence can be detected as a fraud.

Adding to the list of solid predictors of credit card fraud features is "category= in-
dicating the merchant’s customer likes spending their money) and "city = a place
where the customer stays and usually spends their money". The top 3 features are
predictors that the credit card system can rely on detecting fraudulent activities,
which means if the transaction made the amount exceed what the customer usu-
ally spend. Moreover, made from different merchants where the customer usually

spends their money and also from a different country, it indicates a high probability
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that the transaction is fraudulent, hence rejecting the transaction.

In our study, we only removed the last six features from Figure 4.14: which are

additional information for transaction and personal features (" long"," Unix-time",

"Mech-lat", "Mech-long", "lat", "occ-num", "zip" and "Year") and these feature are
only available on the data after the fraud has been committed. In total, for our

model training and testing, we used ten features.

TABLE 4.7: Classification report for all models

Precision | Recall | F1-Score | Roc AUC | Accuracy Rate
Random forest 96% 76% 83% 76% 100%
Adaptive boosting 80% 63% 68% 63% 99%
Boosted random forest 98% 91% 94% 91% 99.9%

Table 4.7 shows the model comparison based on Precision, Recall, F1-Score, ROC-
AUC and the Accuracy Rate. The results show that the boosted random forest per-
formed well in all instances; this proves that a boosted random forest model can
effectively detect credit card fraud transactions.

4.5 Summary

The boosted random forest model, which combines the random forest and adap-
tive boosting, was developed; from the analysis of the results, the boosted random
forest outperformed the individual model. Moreover, it is because of the valuable
features created and selected according to how important they were towards credit
card fraud detection, which resulted in the dataset having only features that were
important towards detection of credit card fraud; hence the improved results from
boosted random forest looking at both the accuracy and the confusion matrix com-
pared to individual models.
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Chapter 5

Summary, Conclusions and

Recommendations

51 Summary

The study took into consideration the aim and the objectives of the study to answer
the research questions. The models were developed and accessed in the detection
of credit card frauds. The analysis and results obtained are discussed in chapter 4.

This section gives a brief conclusion and recommendations for the feature work.

5.2 Conclusions

In this study, the three most essential objectives contributed to achieving the study’s
aim:to develop a model that will detect fraudulent credit card transactions accu-
rately. The objectives were also used to prepare the dataset meant for training and

testing the model.

Understanding the patterns of the data for this study, was crucial since we under-
stood how customers spent their money, which also contributed towards looking at
some exciting parts of the features that could be a source of interest to detect fraud-
ulent transactions. We normalised our data and then had to look for features that
were compatible with the model, such that we could ensure that the data fed to our
model were relevant enough for our model to produce good results. We performed

feature importance using the random forest to identify features with a high score in
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credit card fraud detection.

We normalised our data and then had to look for features that were compatible with
the model, such that we could ensure that the data fed to our model were relevant
enough for our model to produce good results. We performed feature importance
using the random forest to identify features with a high score in predicting credit

card defaulters.

The results in Figure 4.14 feature "amt" which is the amount of money a customer
spent using credit card" is the feature with a higher score than other most crucial
feature. The feature "amt" shows customer spending behaviour, which can be used
to determine whether the transaction made is fraudulent or not. Furthermore, it
means that whenever a credit card transaction is made, the same customer’s previ-
ous transaction must be checked to check if the amount used matches the customer
spending behaviour by simply checking previous history transactions.

Besides the transactional amount, we can also look at the city where the transaction
took place and the merchants where customers usually purchase things. Since we
know that even the transaction is made far away or in a different city and from dif-
ferent merchants compared to what the credit card owner usually does, it can also
assist in detecting fraudulent cases. Generally, we know that people usually make
many transactions within the area they are staying. If made outside, it may be a

fraudulent transaction, and then the payment will be stopped.

In detecting fraudulent transactions, we do not look into personal information like
age, race, job and many other personal features. Moreover, anyone can be a vic-
tim of fraud regardless of their features. The most important thing to look at is the
amount and place of transition and merchants where the transaction is taking place.
Additionally, looking at Figure 4.14, it is seen that the last six features, which can be
regarded as additional personal information and additional transitional informa-
tion, are less critical in detecting fraudulent activities. Hence they were removed

from the final dataset used to train and test the model.

With features created and selected; we developed a boosted random forest model
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that could make detections efficiently and accurately compared to the individual
models, which random forest and Adaptive boosting. The objectives were achieved,
with the feature selected using random forest. We developed a model that detected
credit card frauds at the accuracy of 99% with the supporting results in table 4.3,
which is very good compared to the random forest and adaptive boosting with the
accuracy of 100% and 99% with the supporting results in Table 4.3 and 4.5 respec-
tively.

Our well-trained, boosted random forest model can improve it by finding suitable
methods that deal with highly imbalanced datasets and analysing it on the different
datasets. Since we behave with credit cards, people can differ in society, religion,
race, tradition, culture, and environment. Our boosted random forest should still
be accurate when detecting credit card fraud on a different dataset that changes

with time and place.

5.3 Recommendations

The analysis of the study was done on the dataset, which is from an online source
called Kaggle, and it contains information about people from outside Africa. So in
future, we wish to perform some analysis on a different dataset since the behaviour
of a customer with a credit card differs with different people of a different race,
age, gender, and environment. Moreover, the boosted random forest will still de-
tect credit card fraud accurately. We also encourage other researchers to analyse
credit card fraud data to improve ways to manage fraudulent activities. Because
credit card issuers give out credit cards since it is a significant investment. How-
ever, when credit card issuers do not have systems to monitor all the transactions
fail, they suffer a huge loss. With many studies being done, institutions can identify

a strategy to prevent fraudulent transactions.

Future research should focus on feature selection using an automated feature selec-
tion process since, in our study, we used a manual process to select features that
were important in fraud detection. And also, feature studies should look at unsu-
pervised learning toward the detection of credit card fraud, comparing the results
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with a supervised model to see which models are best at fraud detection. Further-
more, this will help decide whether the supervised or unsupervised machine learn-
ing algorithm performs well in detecting credit card fraud, assisting in building
future models for feature prevention of credit card fraud.
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