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Abstract

Data security is an important aspect in the field of data science where data
collection, analysis, interpretation, and sharing are a primary goal. To prevent

unauthorized access to data, creative methods to securing data are sought.

Cryptography is about the development of algorithms with which to hide data.
The three key objectives of cryptography are to achieve data confidentiality (C),
data integrity (1), and data authenticity (A). Algorithms that can achieve all these
three objectives at once are said to be CIA compliant. However, there are
barely any algorithms out there that can satisfy these three objectives in one
goal. However, CIA-compliant cryptosystems are, to the best of our knowledge,

rare.

The RSA algorithm is a compelling cryptosystem that was mainly designed to
achieve data confidentiality. It demonstrates attractive properties for
improvement towards CIA compliancy. Some research has tried to upgrade the
RSA algorithm by combining it with the DH model or the EI Gamal model.
However, still, the outcome would either be Cl or CA compliant, leaving out one

of the three objectives.

This study investigates the improvement of the RSA algorithm by incorporating
a neural network to learn data integrity and data authenticity towards creating
a CIA-compliant hybrid RSA model. To the best of our knowledge, this is the
first time a neural network has been proposed for improving the RSA model

towards CIA compliance.

Experimental results indicate that a neural network can learn data integrity and

data authenticity in RSA encrypted messages. Data analysis affirmed that
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neural network learning can be generalized. A conclusion that the RSA
algorithm can be upgraded towards CIA compliance when a neural network is
incorporated was arrived at. These findings have implications for the
commercial standing of the RSA algorithm as well as for the body of knowledge

in the cryptography domain.

Keywords: RSA algorithm, data confidentiality, data integrity, data

authenticity, Neural network, Machine learning
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Chapter 1 . Introduction

Cryptography is the study of mathematical techniques for data protection
(Galbraith, 2012). In data science terms, it seeks to achieve, at least, one of
the five main objectives of cryptosystems, namely, data confidentiality, data
integrity, data source authentication, data users’ accountability, or data
availability (Menezes, Katz, Van Oorschot & Vanstone, 1996). In this context,
data confidentiality (C) refers to a set of rules that limit access to data by
incorrect parties. This ensures that only authorized parties have access and
permission to data (Samonas & Coss, 2014). On the other hand, data integrity
(I) refers to the ability to keep data away from unexpected or unwanted
modifications. The idea is to maintain the data’s original form (Samonas &
Coss, 2014). Data integrity provides evidence that data has not been altered
or tampered with by unauthorized parties (Samonas & Coss, 2014). Contrary,
data source authentication (A) tackles the property that data originated from its
purported source (Dworkin, 2010). It tracks data to its originator. Accountability
(A) is about users taking responsibility for the losses or misuse of data by
unauthorized parties (Li, Lou & Ren, 2010). Data availability (A) then refers to
our ability to access data for use by the rightful parties at the right time and
place (Li, Lou & Ren, 2010). Precisely, cryptography examines how these five
objectives culminate the concepts of secrecy in computing and broadly
speaking, data security. A cryptosystem that satisfies data confidentiality, data
integrity, and data authenticity is said to be CIA compliant. A cryptosystem that
goes beyond CIA (Confidentiality-Integrity-Authenticity) compliance can be
CIAA (Confidentiality-Integrity-Authenticity-Accountability) or CIAAA
(Confidentiality-Integrity-Authenticity-Accountability-Availability) compliant.
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We understand data security as a collection of norms, methods, and
techniques intended to protect data against malicious loss, modification,
disclosure, or data leakage (Hauer, 2015). Data security can be enforced by
using a variety of technologies and strategies, including administrative reviews
(Crawford & Schultz, 2014), logical tests (Yavuz, Yazici, Kasapbasi & Yamag,
2016), business guidelines (Peltier, 2016), firewalls (Blaisdell & Vuong, 2010),
and most importantly, encryption techniques (Galbraith, 2012).

In this context, administrative reviews are about the provision of security breach
awareness, and employee training, before granting access to data (Aman &
Snekkenes, 2013; Crawford & Schultz, 2014). However, administrative reviews
are not clear on which data security objectives, among the five (see the first
paragraph of this section for the five objectives), will be achieved.

On the other hand, logical tests involve auditing the cryptosystem using a risk-
based approach to checking security breaches (Botella, Legeard, Peureux &
Vernotte, 2014; Yavuz, Yazici, Kasapbasi & Yamag, 2016). This approach,
nonetheless, satisfies more than one data security objective towards CIA
compliance. We indicated that a CIA-compliant cryptosystem is one in which

emphasis is on data confidentiality, data integrity, and data authenticity.

Contrary, business guidelines refer to written policies and procedures that
guide businesses on how to protect their sensitive data (Aman & Snekkenes,
2013; Peltier, 2016). These are more theoretical policies and procedures such
as ensuring that all laboratory doors are kept closed. However, business
guidelines do not provide clear evidence that they can achieve total data
confidentiality. They only focus on the theoretical ways of preventing data

security breaches.
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Data encryption techniques are more interesting. These mainly limit
unauthorized users’ access to data (C), checking for data originality (I), while
also verifying data sources (A). The properties of encryption techniques are
more appealing. Data security through encryption techniques is indispensable
in the field of data science. Although data collection, data analyses, data
interpretation, and data sharing are the primary goals of data science, data
security is paramount. How then can we ensure data security? How can we
ensure data confidentiality, data integrity, and data source authentication? How
do we develop encryption algorithms that are CIA compliant? In this study, we
will defer considerations for user accountability (A) and data availability (A) as

future work.

There are many cryptosystems discussed in the literature. The Caesar
algorithm (Paar & Pelzl, 2009) is the root of many cryptosystems. The Caesar
cipher gave birth to cryptography. However, it is too easy to brute force attack
because of its key size and the character set it supports. The Caesar cipher
uses a numeric integer key from 2 to 24. It only supports alphabetic characters
from A to Z. It is not case sensitive. In this study, the terms; cipher, algorithm,

model, and cryptosystem are synonyms.

Improvements to the Caesar cipher gave birth to the Vigenere cipher (Omolara,
Oludare & Abdulahi, 2014), and the One Time Pad (Rubin, 1996), among many
others. The Vigenere model replaced Caesar’'s numeric integer key with a
keyword. The One Time Pad model replaced Vigenere’s user-chosen keyword
with a randomly generated keyword. However, the character set supported
remained the same (alphabetic letters from A to Z). However, there have
always been some flaws noted in these Caesar siblings (commonly linked to

the problem of only focusing on one objective, —data confidentiality).
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Alternative approaches to the Caesar, Vigenere, and one time pad followed
which revised the character set supported. The Vernam ciphers (Dey, 2012)
was the first promising model to satisfy this expansion. In this case, all
characters in the plain text would be converted to corresponding ASCII codes
before encryption. Data would be encrypted in binary form after relevant
conversions. Data would also be transmitted between communicators in binary
form. Decryption would also take place in binary form. The character set
supported was, therefore, upgraded from the 26 letters of the alphabets to all
the 256 characters in the ASCII set. Case sensitivity was introduced. Ciphertext

was, therefore, further complicated.

Other alternative interventions yielded transposition ciphers such as the rail
fence model (Singh, 2000). In these, encryption changed from the substitution
of characters by other characters, to shifting the positions of characters within
the same text. Although these were plausible improvements to the body of
knowledge, transposition models lacked the mathematical complexities
extendable to CIA-compliant cryptosystems. These algorithms continued to

only focus on data confidentiality.

Block ciphers were also proposed as better improvements to cryptosystems.
The popular block ciphers that made a mark on the markets include the Playfair
algorithm (Singh, 2000; Rahim & Ikhwan, 2016), the Hill cipher (Rahman,
Abidin, Yusof & Usop, 2013; Singh, 2000), the Feistel cipher (Knudsen, 1993;
Singh, 2000), and the popular Data Encryption Standard (DES), together with
its many siblings (Singh, 2013). Most of these block ciphers have been very
successful. However, similarly, they emphasize on data confidentiality only.

They do not satisfy the requirements for CIA compliance.

More sophisticated approaches were proposed which exploited Euclidian

algebra. These approaches include the DH model (Kallam, 2015), the RSA
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algorithm (Stallings, 2006), and the EI Gamal algorithm (Ahmed & Ali, 2011),
to mention a few. In these models, modulo arithmetic is paramount. However,
to the best of our knowledge, we are not aware of any cryptosystem in this
category that satisfies three or more objectives of cryptography. We are not
aware of a CIA-compliant model in this domain. Some algorithms only focus on
data confidentiality (Alhassan, Ismaila, Waziri & Abdulkadir, 2016), while others
isolatedly look at data integrity (Sadikin & Wardhani, 2016) or data authenticity
(Thayananthan & Albeshri, 2015) independently.

The demand for cryptosystems that satisfy more objectives at once is apparent.
Precisely, how do we develop CIA, CIAA, or even CIAAA compliant
cryptosystems to broaden the body of knowledge? How do we strengthen
cryptosystems by allowing them multiple focus? The need for such re-focused

algorithms is evidently apparent (Cha, Schmidt, Leicher, & Shah, 2014).

The RSA model is a compelling asymmetric cryptographic algorithm (Stallings,
2006) that uses two different key sets, a public key for encryption and a private
key for decryption. Communicating parties can share and use the public key
(Bangju & Huanguo, 2006). The intended receiver of encrypted data keeps the
private key hidden (Stallings, 2006). Encryption is achieved when senders of
data use the public key to get cipher data before data transmission. However,
as already said, the RSA model achieves only data confidentiality. It lacks any
aspects of data integrity and data authenticity. How can the RSA model be

improved to consider data integrity and user authentication?

A neural network is an algorithm aimed at understanding the relationship
underlying a range of data through a mechanism that imitates the way the
human brain works (Agarwal & Agarwal, 2013). It consists of a distributed
network of nodes with local memory, performing localized information

processing, linked by unidirectional signal channels (Hecht-Nielsen, 1992). The
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learning algorithm of a neural network is supervised or unsupervised (Agarwal
& Agarwal, 2013). A neural network can adapt to changing inputs without re-
designing the output criteria. These features of a neural network are attractive
for their integration into the RSA algorithm towards learning data integrity and
data authenticity (Meletiou, Tasoulis & Vrahatis, 2002).

This work proposes, as a baseline to further studies and proof of concept, the
design, and implementation of a CIA compliant cryptosystem based on the
RSA algorithm which incorporates a neural network to learn data integrity and
data authenticity. This is a proposal to improve the RSA model to CIA
compliance. While the RSA algorithm, on its own, ensures data confidentiality
(Goshwe, 2013), it lacks evident aspects for data integrity checks and data
authentication. The main contribution of this study will be around those
improvements to the RSA algorithm towards the creation of a CIA compliant

hybrid RSA model with a neural network embedded.

1.1 Statement of the problem

The statement of the problem addressed by this study is, primarily, an
investigation of ways of integrating the RSA algorithm with a neural network
system that learns data integrity and data authenticity in RSA encrypted data
towards a CIA compliant hybrid RSA model. It is envisioned that the proposed
neural network will learn patterns related to the origins of data and the integrity
of data encrypted using the RSA algorithm. The neural network is hoped to
predictively associate incoming cipher information (on the receiver’s end) with
its source. The neural network is also expected to predictively verify any
chances that data was modified or tampered with. In our understanding, these

improvements are substantially novel in the related body of knowledge.

© University of Venda



o

*. University of Venda
Creating Future Leaders

1.2 Aim

This study aims to investigate improvement to the RSA algorithm by
incorporating a neural network which will learns data integrity and data
authenticity towards a CIA-compliant hybrid RSA model.

1.3 Objectives

Guided by the aim of the study, three objectives are of interest as follows:
a) Toimplement the RSA algorithm.

b) To design and embed a neural network, into the RSA algorithm, which

learns data integrity and data authenticity patterns in RSA encrypted data.

c) To evaluate the performances of the CIA-compliant hybrid RSA model.

1.4 Questions

Steered by the aim and objectives of the study, three questions are asked in
this study which we seek to answer upon completion of this study. The three

guestions are:

a) How do we design and implement the RSA algorithm? The answer to this
guestion is a piece of code that implements the RSA model.

b) How do we design and embed a neural network into the RSA model to
learn data integrity and data authenticity patterns? The answer to this
question is another piece of code showing the steps we follow in
designing a neural network and its incorporation into the RSA model.

c) To what extent does the hybrid RSA model satisfy CIA compliance? The
answer to this question is the evaluations administered on the hybrid RSA
model. The performance results yielded from these evaluations are

statistically analyzed.
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1.5 Hypothesis

The main hypothesis driving this study is that:

o Ho - incorporation of a neural network into the RSA algorithm will yield an
upgraded hybrid RSA model which satisfies three of the five objectives of
cryptographic algorithms - data confidentiality, data integrity, and data

authentication.

We test this hypothesis through experimental processes driven by a tailor-
designed simulated RSA model integrated with a neural network. The aim is to
demonstrate RSA based data encryption, data integrity, and data

authentication.

1.6 Motivation

The undertaking of this study was motivated, mainly, by two factors as follows.

o Data hiding through encryption is key in minimizing the risk of attacks by
intruders, especially in the field of data science. There are several data
hiding methods. However, most methods emphasize only on data
confidentiality, ignoring data integrity and source authentication. The RSA
algorithm also ensures only data confidentiality (Goshwe, 2013). Data
integrity and user authentication are blurred or implicitly inferred. We are
inspired by the desire to assess application of a neural network in the
improvement of the RSA algorithm towards explicitly achieving data
confidentiality, data integrity, and data authenticity towards CIA
compliancy.

o The idea of bringing together cryptography and machine learning is
creative and inspiring. Cross-disciplinary research is particularly

encouraged because it yields outcomes more than the sum of the
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contributions of the individual contributing disciplines. We are curious to
assess the extent to which bringing these two branches of Computer
Science together can add content to the body of knowledge. We are
inspired by the desire to assess the performance of a neural network in
tracing data integrity and data authenticity patterns in RSA encrypted
data. In our view, these are innovative interventions in the fields of

cryptography and machine learning.

1.7 Contributions

Three contributions are envisioned to arise from this study as follows:

o The primary contribution of this study is the creation of additional literature
to the body of knowledge. New content is created in the fields of
cryptography and machine learning. Innovative and creative integration
of the RSA algorithm and a neural network is new content that will be of

value to future researchers in these fields.

o Another contribution arises from the practical and commercial
perspectives. Successful improvement of the RSA algorithm by
incorporating a neural network towards achieving a CIA compliant hybrid
may, potentially, bring the RSA algorithm closer to organizational
demands and many governments’ expectations. These improvements
may directly benefit entities where CIA features are indispensable, such
as the Department of Home Affairs, Department of National Defense, and
the Department of State Security. Similarly, the banking sector and the

entire e-commerce industry may prefer CIA-compliant cryptosystems.

o The last contribution is born from the notion that hybrid models achieve
much more than the parent component units. The idea of bringing

together the RSA algorithm with a neural network brings about strength
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in the product cipher thereto. Successful completion of this work, thus,
directly adds hope to all stakeholders regarding winning the war against
hackers (Aiguokhian, 2013). The work, therefore, further contributes

goodwill to cryptosystems especially when CIA compliance is mentioned.

1.8 Location of the study

This study solves a problem in the data security domain, particularly looking at
aspects related to implementation and achievement of data confidentiality, data
integrity, and user authentication in one goal. We hope to be able to design and
implement a predictive cryptosystem based on the RSA model and a neural
network, where data confidentiality remains the role of the RSA model, while

data integrity and data authenticity are handled by a neural network.

This work is part of a study towards a Master of Science degree. All simulations
and experimental works will be completed at the University of Venda on a
personal laptop. The data generated through simulations will be stored at the
University of Venda students’ data repository. However, this data is simulated
and generated by our system. It does not have any major ethical implications.

The results of this work are software codes that implement the RSA model and
incorporation of a neural network into the RSA model. This work may inspire
commercial developments in various departments in South Africa. It may
inspire policy reviews. However, testing the applicability of the hybrid RSA

model in these other practical contexts is outside the scope of this study.

1.9 Limitations

Two limiting factors are noted in this study as follows.

o The computational speed of available hardware is a challenge. Precisely,

systems’ performance will drop drastically when large numbers

10
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associated with the RSA model are computed. Some programming
languages will not even be able to handle such data types. Some
programming languages will freeze when computations give numbers out
of range. This is a challenge we will face in the implementation of the RSA
model. Nevertheless, we intend to exploit the use of the random library in
Python in order to tackle this challenge.

o The time allocated for completing this work is a challenge. A lot of sideline
investigations are required before this project is completed. We cannot
complete all possible aspects to include in the study. Rather, we will
concentrate on proving the concept of incorporation of a neural network
in the RSA model.

1.10 Overview

The rest of the project proceeds as follows:

o Chapter 2 will present related works, emphasizing on how the RSA
algorithm has been improved in the past.

o Chapter 3 will give the methodology we follow towards solving the
research questions. It clarifies the design and implementation issues,
presenting the key routines of the proposed cryptosystem, unit testing
methods, and the proposed integration strategies with which units are put
together into one predictive cryptosystem.

o Chapter 4 will present the experimental setup, the research design, the
results achieved, and the scientific analyses and discussions of the
results. It thoroughly explains the meaning of the results.

o Our observations, reflections, contributions, conclusions, and
recommendations are presented last in chapter 5, also highlighting

potential future works emanating thereto.

11
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1.11  Summary

This chapter set the ball rolling by introducing the study. It introduced the
statement of the problem as an investigation of ways of integrating the RSA
algorithm with a neural network system that learns data integrity and data
authenticity in RSA encrypted data towards a CIA-compliant hybrid RSA model.
The aim of the study was pinpointed as; to investigate improvement to the RSA
algorithm by incorporating a neural network that learns data integrity and data
authenticity towards a CIA compliant hybrid RSA model.

Three objectives were pinpointed as key. Precisely, the study seeks to
implement the RSA algorithm. It also pursues the design and embedment of a
neural network into the RSA algorithm to learn data integrity and data
authenticity patterns in RSA encrypted data. The work then evaluates the

performances of the proposed CIA-compliant hybrid RSA model.

Three questions were asked in posed in this chapter, all aligned to the
objectives of the study. The first question seeks to understand how the RSA
algorithm is designed and implemented. The second question seeks to
understand how a neural network is designed and incorporated into the RSA
model to learn data integrity and data authenticity patterns. The final question

assesses the extent to which the hybrid RSA model satisfies CIA compliancy.

The chapter stated the null hypothesis that drives the entire study. We believe
that: Ho - incorporation of a neural network into the RSA algorithm will yield an
upgraded hybrid RSA model which satisfies three of the five objectives of
cryptographic algorithms - data confidentiality, data integrity, and data
authenticity.

Two motivating factors for undertaking this study were singled out. Precisely,

the desire to assess the application of a neural network in the improvement of

12
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the RSA algorithm towards explicitly achieving data confidentiality, data
integrity, and data authenticity towards CIA compliance will drive this study.
Also, curiosity to assess the extent to which bringing a cryptography model and
a machine learning system together further propels this study. That desire to
assess the performance of a neural network in tracing data integrity and data
authenticity patterns in RSA encrypted data is a motivating factor noted in this
chapter.

Three contributions are envisaged. It is hoped that the work will create literature
and new content in the respective fields. It is also hoped that successful
improvement of the RSA model incorporating a neural network towards CIA
compliance will respond to most organizations’ needs. Generally, the hybrid
model will be stronger. This adds goodwill to cryptosystems.

The location of the study was indicated from a conceptual perspective, along
with the limitations of the study. Two limitations were pointed out. The first
pointed to computational performance during computation with large numbers.
The second limitation has to do with the time allocated for the completion of
this research work. The overview of the study culminated the work presented

in this chapter.

13
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Chapter 2 : Literature review

This chapter reviews literature related to the field of cryptography where
improvements to the RSA algorithm have been connoted towards CIA
compliance. Mainly, the RSA model is unpacked, and reviews related to how
the RSA model has addressed data confidentiality, data integrity, and data
authenticity in the past are presented. The computational challenges noticed in
the RSA model are discussed before any attempts to move the RSA model

towards CIA compliance are deliberated.

[ Unpacking the 1 ‘( The RSA algorithm and ’

RSA algorithm J L data confidentiality

The RSA algorithm and ( The RSA algorithm <
data source authentication | L and data integrity

[ Computational performance 1 ( The RSA algorithm towards
Lo i—

of the RSA algorithm J =L a CIA compliant model

Conclusion

of the chapter The gap | «——

Figure 2.1: Overview of the chapter.
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We also review literature in which neural networks have been considered for
improving cryptosystems. Our basis for making most of the conclusions we
arrive at in this research study is grounded on the literature reviewed in this
chapter. The gap our work seeks to fill in the body of knowledge is presented

at the end of this chapter. Figure 2.1 shows the layout of this chapter in pictures.

2.1 Components of the RSA algorithm

We already mentioned that the RSA algorithm is asymmetric (Bhanot & Hans,
2015). Asymmetric algorithms use two keys, a public key that is used for
encryption and a private key that is used for decryption (Stallings, 2006). We
also mentioned that communicating parties can share the public key, but they
cannot share the private key. In this context, data encryption refers to a
mechanism with which to transform a message, known as a plain text, into an
alternative form called a ciphertext (Goshwe, 2013). Decryption would mean

the reverse process (Goshwe, 2013).

The security of the RSA algorithm depends on its internal mathematical
properties (Zhou & Tang, 2011). The same mathematical properties are
inferred in the generation of the RSA model’'s public and private keys.
Precisely, two large prime numbers, say p and q, are chosen secretly (Bangju
& Huanguo, 2006). These two prime numbers are subsequently used to
generate other large numbers of interest, including n, e, ¢(n), and d. In this
case, n is the product of p and g. The totient function, ¢(n) is the product of (p
—1) and (g —1). The integer e is such that the gcd (¢(n), €) = 1. The public key
would be denoted as Ky = (n, e), while the private key would be denoted as K>
= (p, q, ¢(n), d) (Miller & Trbovich, 1982). Note that the value of d is such that
d x e mod ¢(n) = 1.
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2.2 The RSA algorithm and data confidentiality

We indicated that the RSA algorithm emphasizes on data confidentiality
(Alhassan, Ismaila, Waziri & Abdulkadir, 2016). Although the RSA algorithm is
powerful in this regard, it lacks aspects to probe data integrity and data
authenticity. This is not the first time these flaws and vulnerabilities have been
noted (Pfleeger & Pfleeger, 2012). Precisely, the possibilities of factorizing the
public key components into picking the prime numbers used to compute the
public key elements, then the private key components such as the totient
function, is worrying. Hackers may tamper with the data integrity of RSA
encrypted messages (Nguyen, 2009) once the key components are identified.
Adding data integrity and data authenticity to RSA encrypted data is, thus, an
apparent gap in the field.

Other common issues raised about the RSA algorithm have to do with the
possibilities of guessing the values of the private key component d - a private
value (Al-Hamami & Aldariseh, 2012; Van Tilborg & Jajodia, 2014) used in
decoding encrypted messages. Once correctly guessed, encrypted data can
be decoded, modified, or masqueraded. Attempts have been made in the
literature towards modifying and improving the RSA algorithm to bring in
aspects of data integrity and data authenticity. This would qualify the RSA
model as a CIA-compliant hybrid model. However, no tangible results are

available in the literature.

Another improvement to the RSA algorithm considered the use of algebraic
finite fields towards achieving data confidentiality on wireless networks (Frunza
& Scripcariu, 2007). Key generation, in their case, considered the use of two
keys instead of the use of the traditional one key for encryption. This

intervention reduced the chances of brute force attacks on the private key
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(Jahan, Asif & Rozario, 2015). However, the algorithm’s CPU time and RAM
demands escalated.

The strength of the RSA algorithm was also enhanced by increasing or varying
the key size (Amalarethinam & Leena, 2017). However, that on its own
increased the CPU time the algorithm required to complete encryption and

decryption processes (Amalarethinam & Leena, 2017).

Concepts from quantum physics have also been considered and merged with
the RSA algorithm to detect third-party eavesdropping in internet
communication (Odeh, Elleithy, Alshowkan & Abdelfattah, 2013; Plesa & Mihali,
2018). Although this intervention improved the RSA algorithm with regards to
the data confidentiality aspect, data integrity and data authenticity were still
ignored, leaving the RSA algorithm still not CIA-compliant.

Other attempts to improve the RSA algorithm considered the use of the cubic
congruential generator algorithm which, rather, improved the robustness of the
RSA algorithm (Khairina & Harahap, 2019). This still did not touch on aspects
related to data integrity and data authenticity. Instead, the claimed robustness

remained on data confidentiality.

Also, a hybrid encryption algorithm based on the RSA and the data encryption
standard (DES) was considered towards enhancing the security of data during
transmission in Bluetooth communication (Frunza & Scripcariu, 2007; Ren &
Miao, 2010; Singh, 2013). This, again, enhanced data confidentiality, ignoring

data integrity and data authenticity.

Contrary, a convertible authenticated encryption scheme has been proposed
and incorporated into the RSA algorithm to add data authenticity and non-
repudiation (Wu & Lin, 2009; Lin, Hsu & Huang, 2011). This is inspiring as it

directly informs our intention to improve the RSA in similar directions.
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Nonetheless, in our case, we do not only consider data authenticity, but also

data integrity on top of data confidentiality.

Many other works looked at modifying the RSA algorithm towards
strengthening its robustness in terms of binary code format (Aiswarya, Raj,
John, Martin & Sreenu, 2016). However, the Diffie-Hellman key exchange
algorithm brought more hope and better improvements to the RSA model when
it handled the sharing of a public key on an open communicating channel
(Bodkhe & Jethani, 2015). This improvement also directly informs the
hypothesis we bring into our study. Nonetheless, all the improvements noted
in the literature practically re-emphasized improving data confidentiality, a bit
of data authenticity, and non-repudiation, completely leaving out data integrity
towards a fully CIA-compliant hybrid model. Our work seeks to fill that gap,

hence worthwhile.

2.3 The RSA algorithm and data integrity

In responding to calls for improvement of the RSA algorithm to incorporate data
integrity, various existing techniques were considered. On top of the list was
an identity-based cloud data integrity checking protocol that was used to verify
the integrity of the public key generated by the RSA algorithm (Yu, Xue, Au,
Susilo, Ni, Zhang, Vasilakos, & Shen, 2016). Instead of emphasizing the
integrity of data, the model stressed the integrity of the public key shared (n,
e). The rationale of their study was that it is critically essential to verify the RSA
algorithm’s public key before it is used in data encryption. This was a milestone.
However, we are more concerned about the integrity of RSA encrypted data
rather than the integrity of the public key.

Issues to do with data integrity in the RSA model also emanated from the

design of the message digest hashing algorithm. In this, the RSA partial
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homomaorphic algorithm was incorporated to maintain data confidentiality and
data integrity in cloud computing (Ora & Pal, 2015). In this case, the RSA
algorithm handled data confidentiality, while the message digest hashing
algorithm kept responsible for the verification of data integrity (Ora & Pal,
2015). Although this intervention directly informs the work we present in this
study, these improvements still left out data source authenticity towards a CIA-
compliant hybrid RSA model.

Compelling is mediations brought in when the RSA algorithm was combined
with the AES (Kuswaha, Waghmare & Choudhary, 2015). In this combination,
the RSA model provided data confidentiality, and the AES further encrypted
already encrypted outcomes. This intervention neither looked at data integrity
nor data authenticity. Rather, a product cipher arose which still emphasized
data confidentiality. The inclusion of data integrity and data authenticity in the

RSA model is the gap we seek to fill in the body of knowledge.

Interventions through the use of the dynamic Merkle hash tree, at least, took
the RSA model one step forward towards CIA compliance when dynamic data
integrity was considered (Saranya, Usha & Alex, 2017). This was done for
security assurance when recovering lost data blocks in the cloud storage
(Saranya, Usha & Alex, 2017). These improvements are relevant to our work.
This research study is aimed at bringing together the three aspects of data
security into the RSA algorithm by incorporating a neural network that would

learn data integrity and data authenticity in RSA encrypted messages.

2.4 The RSA algorithm and data source authentication

Data source authentication has been a challenge in the cryptography domain

for a while. How do we avoid denial of action? How do we avoid non-
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repudiation? How do we get data digitally signed? These questions have not

yet been fully answered, especially where the RSA algorithm is involved.

A hybrid algorithm called the elliptic curve RSA was proposed to deal with the
issue of data authentication (Krishnamoorthy & Perumal, 2017). This is a hand-
off authentication protocol that was used in the roaming of mobile nodes
(Krishnamoorthy & Perumal, 2017). However, this intervention only dealt with
data authentication, ignoring data confidentiality and data integrity. The
outcome hybrid algorithm was, therefore, not CIA compliant.

A four-layered authentication stack has also been proposed and used to
improve the RSA algorithm towards a data authenticating hybrid. This is when
and where the techniques of password, external digital certificates, and a third
party in data authentication emanated (Bhattacharjya, Zhong & Li, 2019). In
this case, the four-layered authentication stack enforces a built-in way of
identifying the source of RSA encrypted messages. This is inspiring. However,
the works discussed here only emphasized the issue of tracing the source of
the data (data authenticity), while on the other hand ignoring, the quality of the
data (data integrity) as well as data confidentiality. We want a system in which

the three objectives are all tackled at once.

Further attempts to improve the RSA algorithm led to the adaption of the
handshaking theorem on an extensible authentication protocol framework to
ensure the security of client data in the cloud (Marium, Nazir, Ahmed,
Ahthasham & Mirza, 2012). In this, the origin of data was considerably verified,
hence the name extensible authentication protocol framework. However,
again, only data authentication is considered, ignoring data integrity. We
propose an improved RSA model which achieves data confidentiality, data

integrity, and data authentication on one goal.
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The digital signature technology slotted into the RSA model allowed proving
that medical images are authentic or not (Smith, 1995; Gola, Gupta & Igbal,
2014, Sadikin & Wardhani, 2016). The same technology has been in use in the
security circles related to the transfer of funds. Key in these attempts is
authentication of the data source, thereby preventing non-repudiation.
Nonetheless, the idea of bringing all three aspects of data security at once,
towards CIA compliant hybrid models was not tackled.

Tracing the source of data in an RSA model is an ongoing subject for study in
cryptography (Khan, Pervez & Abbasi, 2017). Tracing the source of data curbs
most possible data security breaches related to non-repudiation (Venkatraman
& Overmars, 2019). The introduction of an improved RSA algorithm based on
the use of prime number factorization to protect the newly introduced field, the
internet of things, from data security breaches, provided a thorough explanation
of the vulnerability of the keys generated by the RSA algorithm (Andrea,
Chrysostomou & Hadijichristofi, 2015; Venkatraman & Overmars, 2019).
However, CIA compliancy still lacked. This research study tries to close that

gap by bringing together the RSA model and a neural network.

2.5 Computational performance of the RSA algorithm

Improvements to the RSA model require us to also pay attention to issues
around the computational performance of the model. Generally, the RSA
algorithm degrades in performances when large integers are used to generate
the related keys (Nozaki, Motoyama, Shimbo & Kawamura, 2001). As a result,
Montgomery multiplication based on residue number systems has been
proposed to remedy such speed issues (Nozaki et al., 2001). However, still, no

explicit analysis was made regarding speed issues versus CIA compliancy.
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On the other hand, the El-Gamal algorithm has also been proposed in
combination with the RSA algorithm to enhance the computational speed of
integer factorization during the encryption process (Ahmed & Ali, 2011). A
similar merge of the RSA algorithm with the algorithmic OpenMP also came in
towards improving execution time when computing large prime numbers in
parallel (Saxena, Jain, Singh & Kushwah, 2017; Ayub, Onik & Smith, 2019).
Exploration of speed issues continued when attempts became visible when the
elliptic curve method hardware engines were used to improve the massive,
large prime numbers computation and cost time product of the RSA algorithm’s
moduli factorization by the general numbers field sieve (Cavallar et al., 2000).
However, still, these interpolations did not bring aspects of CIA compliance in
the RSA model. Our work seeks to fill this gap.

One other weakness of the RSA algorithm has been identified as time-
consuming during modular exponentiation computation when a plaintext
undergoes the encryption process. To compact this problem, Kumaravel and
Marimuthu (2007) introduced a concept that enhances the RSA algorithm by
using the Indian Vedic mathematics. This is a good view to embrace in our
study. Great consideration will be made towards adopting some of the good

views purported in Indian Vedic mathematics.

2.6 The RSA algorithm and CIA compliance

Prevalently, improvements to the RSA algorithm have not achieved CIA
compliance. Fault attacks have, mainly, been considered along with the
incorporation of the Chinese remainder theorem in smartcards (Blomer, Otto &
Seifert, 2003). Similarly, the hash function, together with the RSA algorithm,
has been used to check the correctness of the users’ data in mobile cloud
computing (Garg & Sharma, 2014). These improvements pointed to the RSA

algorithm realizing digital signature schemes, especially in secure electronic
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health record applications (Gola, Gupta & Igbal, 2014; Sadikin & Wardhani,
2016). These improvements connoted embracement of data integrity as well
as data authenticity at the same time. However, this was never formalized as

an aspect of CIA compliance in the RSA model.

Similar attempts to bring data integrity and data authenticity into the RSA model
are also visible in the work of Blomer et al. (2003), where checks have been
made regarding whether there were faults when the cryptosystem was tested
(Blomer et al, 2003). The RSA algorithm was modified to focus on storage
security to assure and check the correctness of the data stored on the cloud
service (Venkatesh, Sumalatha & SelvaKumar, 2012). A blowfish algorithm
was adapted in cloud computing to merge with the RSA algorithm to perform
the modules of authentication and integrity of data files stored on the cloud
(Syam & Subramanian, 2012; Yamuna & Anusha, 2015). These attempts
inform our study as well. Nevertheless, they did not explicitly connote CIA
regulations. In continuation, Mishra, Singh, and Ali (2018) introduced an
improved RSA model based on cross-domain secure deduplication to minimize
the possibilities of security breaches and making it easier to add new capacity.
However, still, data confidentiality, data integrity, and data authenticity aspects
were looked at separately, ignoring the need to comply with all these three
aspects of data security at once. Our aim in this study is to investigate
improvement to the RSA algorithm towards a CIA compliant hybrid model by
incorporating a neural network that learns and reports data integrity and data

authenticity.

2.7 Interventions in which neural networks are considered

The inclusion of a neural network in the design of a cryptosystem is a powerful
idea. There is various research that looked at an angle of incorporating a neural

network into cryptographic algorithms. Cryptographic algorithms are aimed at
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avoiding the occurrence of cryptoanalysis. Alallayah et al. (2012) have adopted
the idea of bringing a neural network closer to cryptosystems. For example, a
neural network has been incorporated in the data encryption standard (DES)
by combining a mathematical black-box model and a system identification
technique with an adaptive system technique, to create the Neuro-ldentifier that
would combat the problem of cryptoanalysis in this cryptographic algorithm.
This would be achieved by first revealing the encryption algorithm and its key
from the given plaintext and ciphertext pair. However, this work dwelt too much
on the violation of the three cryptographic algorithm objectives which are data
confidentiality, data integrity, and data authenticity. Nevertheless, our work
aims at preserving these three objectives into one cryptographic algorithm, the
RSA algorithm.

Attempts have been made to consider the training of a neural network model
over encrypted data by using the emerging functional encryption scheme
instead of homomorphic encryption or secure multi-party computation for data
security (Xu, Joshi & Li, 2019). Practically and conceptually, their work aimed
at tackling the problem of data confidentiality and data integrity, leaving out the
aspect of data authenticity. The idea here was similar to ours. However, their
work ignored other objectives of cryptographic algorithms. Our work considers
tackling the inclusion of all three objectives at once in a single cryptographic

algorithm.

In general, we indicated that the RSA algorithm degrades in performances
when large integers are used to generate the related keys (Nozaki, Motoyama,
Shimbo & Kawamura, 2001). To tackle the problem of computational
performance in the RSA algorithm, Chakraborty et al. (2018) proposed a model
that analyzed the performance of an artificial neural network based on the RSA

technique towards execution time of the RSA algorithm’s large integers for key
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generation. However, these interventions ignored the inclusion of the aspects
of CIA compliance into the RSA model or any other cryptosystem.
Nevertheless, our work seeks to fill this gap, mainly, to create a CIA-compliant

hybrid model built on the incorporation of a neural network into the RSA model.

2.8 Thegap

We noted that the RSA algorithm alone responds to the data confidentiality
problem. We also noted that attempts to improve the RSA algorithm are a niche
research area. More interestingly, considerations to aspects of data integrity
and data authentication are higher on the list of desired improvements to the
RSA model. To the best of our knowledge, these attempts have not, as yet,
arrived at the prescription of a new version of the RSA model that addresses
all three aspects of data security (data confidentiality, data integrity, and data
authenticity) towards a CIA compliant RSA hybrid. This is the apparent gap we
intend to fill in the field of cryptography’s body of knowledge.

A neural network is considered. It is brought forward to learn data integrity and
data authenticity in RSA encrypted data. Precisely, the neural network is meant
to learn the sources of data, as well as the data’s original form before it was
encrypted. The aim of learning the source and the form of data before
encryption is to allow the neural network to verify such data integrity and data
authenticity when the data arrives at the receiver’s end. The neural network
verifies an RSA encrypted piece of data’s integrity and authenticity at the
receiver’s end. Once this verification is completed, RSA encrypted data would
comprise data confidentiality, while also satisfying data integrity and data
authenticity. The RSA model would then be regarded as CIA compliant. This is

the precise gap our research work intends to fill in the body of knowledge.
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2.9 Summary

This chapter commenced with an introduction and a flowchart describing an
overview of what we reviewed. A detailed explanation of the RSA algorithm
came first in section 2.2, emphasizing the component units of the RSA

algorithm and mainly key generation.

The link between the RSA algorithm and aspects of data confidentiality was
dwelt on in section 2.3, emphasizing on literature that attempted to improve the
RSA model along with the data confidentiality angles.

Section 2.4 worked on the improvements connoted from the literature around
aspects of data integrity on the RSA model. Conclusions were derived which
pointed to a lack of RSA models which combined data confidentiality, data
integrity, and data authenticity. This review gave pointers to the gap this study

seeks to fill in the body of knowledge.

Section 2.5 then reviewed works in which attempts were made to bring aspects
of data authenticity into the RSA model. Similarly, conclusions were arrived at
which indicated a lack of literature which brought together the three objectives.

In section 2.6, we dwelt on literature that looked at the computational flaws of
the RSA model. Attempts to bring data confidentiality, data integrity, and data
authenticity together are shared in section 2.7. This literature was found

inspiring and informing our study.

On the contract, section 2.8 reviewed interventions towards bringing in neural
networks in cryptography. It was noted that this was a novel idea in the context
of cryptology. The gaps we seek to fill were elucidated in section 2.9 before the
chapter closed in this section 2.10. The next chapter presents the methodology

and theoretical framework we embrace in this study.
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Chapter 3 : Methodology and theoretical
framework

The choice of incorporating a neural network into the RSA model is mainly
motivated by the desire to improve the RSA algorithm to include, on top of data
confidentiality, also data integrity and data authenticity towards a CIA compliant
hybrid RSA model. The purported improvements require us to code the RSA
algorithms separately before the proposed integration with a neural network is

undertaken.

This chapter explains the procedures we followed in implementing the RSA
algorithm and the integration subsystem. It explains, consequently, how the
RSA algorithm is merged with a neural network to create the proposed hybrid
RSA model. The explanation of the theoretical framework on which this

research is underpinned is also included in this chapter.

3.1 Statement of the problem

The statement of the problem addressed in this chapter can be summarized
into three sub-questions as follows:

a) What is the methodology that informs the development of this project?

b) What is the theoretical framework that underpins the argumentation and

reasoning followed in this study?

c) What are the methods used for data collection, reporting, and data

analysis?
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In our views, answers to these three questions would summarize the
methodology followed and the theoretical ground for the reasoning presented
in the study.

3.2 Overview of the chapter

Key in this chapter is the description of the software tools employed in the
development and integration of the RSA algorithm and a neural network
towards a CIA-compliant predictive cryptosystem. The procedures and
software tools described in this chapter are all aimed at yielding a hybrid RSA

model that satisfies data confidentiality, data integrity, and data authenticity.

We will first explain the theoretical framework on which the reasoning
presented in this study is grounded. Requirement elicitation and how each
algorithm works will be explained hereafter. Precisely, we look at the research
design, emphasizing how the RSA model was implemented, how the neural
network was implemented, and how the integration problem was tackled. We
then look at the data samples, sampling procedures, as well as the tools
employed for arriving at data-based conclusions. The data analyses of interest

and the key statistics we extract are also presented in this chapter.

3.3 Theoretical framework

Design science research is the theoretical framework on which this study is
built. Design science research is a set of synthetic and analytical techniques
and perspectives for performing research in information technology (Hevner &
Chatterjee, 2010). It presents a large opportunity to increase the relevance of
research in the field of Computer Science (Nunamaker, Dennis, Valacich,
Vogel & George, 1991; Hevner & Chatterjee, 2010). Mainly, design science
research addresses unsolved and important problems in unique and innovative

ways (Hevner & Chatterjee, 2010), solving problems in more efficient ways as
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opposed to routine design. Achievement of knowledge when design science
research is connoted is based on the foundations and strategies used (mainly
inspired by the Boehm spiral model). In these strategies, positivism is

dominant, requiring scientific evidence to argumentations and reasoning.

Adoption of the design science research methodology is mainly motivated by
the desire to improve the RSA algorithm. Such improvements are based on the
incorporation of a neural network into the RSA towards adding data integrity
and data authenticity aspects. The introduction of new and innovative artifacts
and the processes for building these artifacts are the key activities of this study
(Simon, 1996). There are three cycles associated with design science research

namely, relevance, design, and rigour.

Environment Design science research Knowledge base

Foundations

Build artefacts and

Application domain ¢ Scientific theorses and
processes
* People methods
Rel Rigor
+ Organizational systems sievance » Experience and
. ¢ Grounding .
o Technical systems » Requirements Design cycle expertise

o Field testing + Addition to the BS/
¢ Problem and -

\_/ ¢ Meta-artefacts (design
opportunities T product and design

Evaluate

processes)

Figure 3.1: Design science research cycle (Source: Hevner, 2007).
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The relevance cycle initiates design science research with an application
context that not only provides the requirements for the research as inputs but
also defines acceptance criteria for the ultimate evaluation of the research
results (Hevner, 2007). The central design cycle then follows. This is the core
and heart of every design science research study. Simon (1996) describes the
nature of this cycle as generating design alternatives and evaluating these
alternatives against the requirements until a satisfactory design is achieved.
The rigour cycle then provides grounding theories and methods along with
domain experience and expertise from the foundational knowledge base into
the research (garnered from literature in the community or body of knowledge).
It adds the new knowledge generated by the research to the growing
knowledge base of a research community (Hevner, 2007). Figure 3.1 illustrates

the processes of each cycle in the design science research paradigm.

The key activities in the design science research framework are theory building
and evolution. It involves solution technology invention activities that bring
about information technology artifacts involving information system
development methods, techniques, tools, algorithms for computer processing,
and planning methods among others (Venable, 2006). The design science
research framework is not necessarily concerned with methods of testing
theories. Rather, it is more concerned with bringing more knowledge in the
field. Such new knowledge refers to constructs, models, methods,
instantiations, and more improved theories towards the literature. The
knowledge that the design science research framework brings forward can
provide vision and complete guidelines to newcomers in the field. The findings
should provide a thorough and complete statement of the outcomes. These
outcomes should be tested for validity. They should potentially be improved by
other researchers. Design science research is a provable theory for checking

whether the solution is consistent. It verifies the performance of the solution
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discovered. A framework for theory and theorizing (needed for evaluation) is
thus apparent. The theory thereto will be the link between researchers and
different research activities over time. This is a central activity that ties in

various areas of research (Venable, 2006).

The theory that guides the building or formulating of this research study
corresponds to that of prescriptive information system design theory which
makes use of utility theory (Venable, 2006). There are three major concepts in
the utility theory, namely, the problem space, the solution space, and utility
theories. The problem space channels the researcher for a thorough
understanding of the problem domain. We do the same. The solution space
gives more details on the solution techniques used by the researcher in
addressing the problem. The utility theories deal with the implementation of the

proposed solution method. Our study embraces all these spaces.

3.4 Research design

Research design describes the overall approach used to conduct a research
study. It defines a concise and logical plan to tackle the research question (s).
Precisely, procedures for data collection, data interpretation, data analysis, and
the discussions thereof are presented (Yoshikawa, Weisner, Kalil & Way,
2008). In this case, the research design explains the procedure used in the
development of the predictive cryptosystem built towards improving the RSA
algorithm through the incorporation of a neural network to learn data integrity
and data authentication. The algorithmic and mathematical procedures
followed in the development of these two algorithms, the original RSA and a

neural network are the key routines we discuss.

This is a quantitative research study in which simulated data (related to the

performance of a neural network in predicting data integrity and data
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authenticity) is collected. Quantitative research is mainly concerned with
objective, measurable, and repeatable processes (Yoshikawa et al, 2008).
Precisely, we investigate the performances of the proposed hybrid model.

Quantitative research tests hypotheses. The null hypothesis of this research is
that no significant changes would be observed in the RSA model even when a
neural network is incorporated to learn data integrity and data authenticity in
RSA encrypted data. Two directional alternate hypotheses emanate, one

suggesting significant upgrade, and another pointing to degraded performance.

A positivist philosophy is apparent, where knowledge, reasoning, and
argumentations are grounded in deductive phenomena (Bechtel, 2013).
Precisely, positivism and deductive reasoning are, fundamentally, methods
aimed at arriving at conclusions grounded in scientific theories, laws, and
proofs (Bechtel, 2013). The purported positivist beliefs and deductive
argumentation and the reasoning thereto will be supported by experiments.
Experiments are scientific approaches for creating observable proofs,
investigating the validity of theories, or testing scientific facts (Windschitl,
Thompson & Braaten, 2008). Experiments will be used for generating data with
which to test the hypothesis and its alternates. Precisely, experiments will

provide data upon which conclusions will be derived.

3.4.1 Proposed methods

The development of two algorithms is the fulcrum of this study. The first
algorithm to develop is the RSA model. The other one is a neural network to
be incorporated into the RSA model. We discuss the methods followed in
developing these two algorithms before we look at how they were combined
into the proposed hybrid RSA model. A discussion around the implementation

of each of these two algorithms would address the problem posed.
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3.4.1.1 The RSA algorithm

We indicated that the RSA algorithm is widely used to provide data
confidentiality. The algorithm is quite visible in the commercial space (Boneh,
1999). It is a globally renowned public-key encryption algorithm. Security
protocols such as the TLS/SSL, transport data security (web), PGP email
security, IPSEC/IKE IP data security, SILC conferencing service security, and
SSH terminal connection security are all based on the RSA model. Its
importance and the need to improve is quite apparent in the body of knowledge.

Implementation of the RSA algorithm is based on the use of two prime numbers
(Bakhtiari & Maarof, 2012), say p and g. The two prime numbers are multiplied
together to give one key component of the public key, which we here denote
as n. This n, the product of p and q, is a very important part of the RSA algorithm
both on the public and private sides. Encryption is completed in modulo n.
Decryption also uses the same modulo n. As a result, the main threat against
the RSA algorithm is around decoding of the two prime numbers through
factorization from n. Once p and q are decoded, the RSA algorithm is broken

into because the private key can be found.

The public key emanating is (n, e). The private key would be (p, q, ¢(n), d).
Note that the public key is broadcast to everyone who wants to communicate
hidden data. The private key remains secret to the receiver of hidden data.

The Rabin-Miller algorithm is used during the RSA algorithm to determine if the
provided p and g are prime numbers. Preferably, p and q are likely odd
numbers unless one of these two parameters is a 2. However, the use of 2 as
one of the two prime numbers p or q is discouraged because of the simplicity
of factorizing the n that arises thereto.
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Algorithm 3.1: The RSA algorithm.

Input: Data set D.
Output: Encrypted data set E.
Internal computation:
1. Generates two prime numbers p and q,
a) Apply algorithm 3.2 on p,
b) Apply algorithm 3.2 on g
2. Calculatesn=pxaq,
3. Calculates @(n)=(p-1)(q-1),
4. Choose e, such that e is a co-prime to ¢(n) and gcd (¢(n), e) =1,
a) Apply algorithm 3.3 on e and ¢(n)
5. Find d, such thatd x e mod ¢ (n) =1,
6. The public key would be (n, e),
7. The private key would be (p, g, ¢(n), d),
8. Ciphertext is computed as:
E =D¢®mod n, and,

9. Plaintext is recovered as: D = E ¢ mod n.
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Algorithm 3.2: Rabin-Miller algorithm (Rahim et al, 2017).

Input: Any integer, preferably odd.
Output: Primality.
Internal computation:

1. Select a random number p,

no

Calculate b, where b is the number (p - 1) divided by 2,

b is, therefore, the largest power of 2, such that 2b is a factor of (p - 1),
Calculate m, such that p =1 + 2 Pm,

Choose a random number a such that a is smaller than p,

Setj=0and setz=ax mmod p,

Ifz=1orifz=p -1, then p passes the test and may be a prime number,

If j >0 and z = 1, then p is not a prime number,

© N o g &~ w

Setj=j+ 1. Ifj<bandz#p-1, setz=2z?mod p and return to step 4,
If z=p -1, then p passes the test and may be prime, and,

9. Ifj=band z#p-1, then p is not a prime number.
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Algorithm 3.3: Euclid’s algorithm (Backhouse & Ferreira, 2011).

Input: Two positive integers, ¢(n), and e.
Output: The greatest common divisor, gcd (¢(n), e).
Internal computation:

1. If ¢(n) < e exchange ¢@(n) and e,

2. Divide @(n) by e and get the remainder r,

3. Ifr=0, report b as the gcd (¢(n), e), Replace ¢(n) by e and replace e by
r, and,

4. Return to step 2.

The Euclidean algorithm is a way to find the greatest common divisor of two
positive integers (Shantz, 2001). In the context of this research, Euclid’s
algorithm is used by the RSA algorithm in the implementation stage, to
determine the greatest common divisor of the totient function and the value, e,
such that e is a co-prime to ¢(n) (Zhou & Tang, 2011). The totient function,
¢@(n), is the product of (p-1) and (g—1). On the other hand, the integer e is a
primitive root of the totient function such that gcd (¢(n), €) = 1. There are four
algorithmic steps involved in the computation of the greatest common divisor

of the RSA’s totient function, ¢(n), and the value of e in Euclid’s algorithm.

3.4.1.2 A neural network

We indicated that the RSA algorithm will be enhanced by a neural network. The
incorporation of a neural network into the RSA model will enable data integrity

and data authenticity towards a CIA-compliant hybrid RSA model. The goal is
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to come up with an algorithm that tackles three of the five objectives of

cryptography at once.

A neural network is a machine learning algorithm that tries to learn the
underlying properties of a certain phenomenon, through a mechanism that
imitates the way the human brain works (Agarwal & Agarwal, 2013). In this
context, the phenomenon learned by the neural network is data integrity and
data authenticity. Successful incorporation of a neural network to learn the
RSA'’s encrypted data integrity and data authenticity will take us closer to a
ClA-compliant hybrid RSA model. That will be a creative innovation in the data
security domain. Below is the structure of a neural network comprising the input

layer, hidden layer, and output layer.

Input layer Output layer

Ourputl

Outputn :

. Inputmn

————» Forward propagation —M»

«———————— Backpropagation «————

Figure 3.2: A simple neural network.
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The input layer is responsible for receiving data into the neural network
(Agarwal & Agarwal, 2013). It is the starting point of the neural network. The
hidden layer is the subsequent layer after the input layer where input data
relating to the RSA’s encrypted data is transformed through mathematical
procedures and thereafter directed through an activation function to the output
layer (Guliyev & Ismailov, 2016). The output layer is responsible for producing
the results after learning from the workflow of the neural network (Guliyev &
Ismailov, 2016). There are two-layer perceptron involved in a neural network,
namely single-layer perceptron and multi-layer perceptron. We discuss each

perceptron below.

A single-layer perceptron is the simplest form of a neural network. It consists
of only one layer of the input layer that directs the computed inputs to the
subsequent layers, the hidden layer, and the output layer (Stengel, 2017). The

structure of a single-layer neural network can be visualized as follows.

Input layer Input sum Activation function

Input 1 : :
Input 2 : : ; i

Input 2

5\

Figure 3.3: Single-layer neural network.

The mathematical expression which describes a single-layer neural network

can be written as follows:
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where y, is the output, and g (.) is an activation function. In this function, x;is

ipMs
=
x
N———

the input and w; represents the corresponding weight of x;. Although this type
of neural network may not be practical, it helps us in understanding the basics
of neural networks (Stengel, 2017).

A multi-layer perceptron consists of multiple layers of computational units,
usually interconnected in a feed-forward way (Lee & Choeh, 2014).
Mathematically, a multi-layer neural network with one hidden layer can be
expressed as follows:

y,=h 2 9(a)

where,

9(a) =g <ZW(1) )

A multi-layer neural network is very similar to a single-layer neural network
except that a multi-layer neural network’s output is again multiplied by a new
weight vector and wrapped in an activation function as input to the next layer.
This research work uses a multi-layer perceptron in the learning of data
integrity and data authenticity of the RSA algorithm’s encrypted data. It uses
the feed-forward perception where the learning of the data integrity and data

authenticity is supervised.
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3.4.1.3 The hybrid algorithm

We hope to combine the RSA model and a neural network to improve the RSA
algorithm towards a CIA compliant model that achieves, on top of data
confidentiality, data integrity, and data authenticity. The idea is to realize CIA
compliance in the hybrid model. Algorithm 3.4 summarizes the proposed

predictive RSA cryptosystem, supported by Figure 3.4.

Algorithm 3.4: Predictive RSA algorithm.

Input: data set D.
Output: Decrypted data set D.
Internal computation:

1. D is encrypted using the RSA model to form data set E,

2. Data set E is split into test and training data,

3. Training and testing data are input into a neural network,

4. A neural network’s learning process on the hidden layer occurs on
the training and testing data, and,

5. Tests are conducted on the training and testing results to check CIA

compliance.
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The flowchart depicted in Figure 3.4 shows how activities in the hybrid
algorithm occur concerning how the problem statement stated in chapter one
Is addressed. The parent RSA algorithm together with its internal algorithms,
Rabin-Miller and Euclid’s algorithm, is responsible for preserving data
confidentiality wherein a neural network is responsible for preserving data

integrity and data authenticity. A CIA-compliant model is yielded.

3.4.2 Samples and sampling techniques

The sample space used by this research study is simulated data. A collection
of 200 sampled plain data is provided as input. This data set is transformed
from plain format into a cipher data set using the RSA algorithm. Once
encrypted, further random sampling is handled by the neural network itself.
This is done by splitting the encrypted data set into two equal subsets
comprising 100 test (50%) and 100 training (50%) data items in each data set.
The results related to the performance of the neural network on these data sets

are the ones we report and analyze in the next chapter.

3.4.3 Data collection

We indicated that the study extracts data from the simulations administered
during the experimental runs. The simulator is given, as input, a public data set
in the health domain. This data set is freely available on the internet, comprising
two hundred records, with each record built up of five attributes. This is the data
set that is encrypted using the RSA model before it is split into the test and the
training data sets. This is sensitive data about patients’ medical information
where data hiding is of paramount priority. The key attributes of interest in this
data include patients’ first name, last name, email address, gender, and
medical policy number. These are the fields that are first hidden and, as proof
of concept, whose data integrity and data authenticity are learned by a neural

network. All other sensitive attributes of the data have been filtered out.
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3.4.4 Tools

The experiments we administer are conducted on a Dell XPS laptop with an
Intel(R) Core (TM) i7-8500Y CPU, 16 GB RAM, running Windows 10 Home
operating system. The pieces of code that form the units of the proposed hybrid
model are all designed and developed using Python. We understand Python
as an interpreter, a high-level programming language, which comprises several
libraries (Karssenberg, de Jong & Van Der Kwast, 2007). We use the following

libraries in developing the proposed RSA predictive cryptosystem.

Library Use in this project

Random | Generating random prime numbers p and q.

Math Provides access to functions such as power, sqrt, and log.

Pandas Creates data frames out of the RSA’s encrypted values.

NumPy Manipulates prime numbers p and g depending on the size of

the data set, as well as the learning by the neural network.

randrange | Used by Rabin-Miller algorithm to test the primality of p and g.

CSsv Used for reading data in the data sets.

itertools Used to iterate into the data set during the encryption process.

Table 3.1: Python libraries.
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3.4.5 Data analysis

The work is a mono-method type of study. This is a choice used when only one
research design method is embraced (Onwuegbuzie & Leech, 2005), using a
single data collection technique, and following a single data analysis procedure
(Saunders, Glenn & Kohn, 2010). In this case, we solely rely on simulated data
collected from the experiments administered. We extract descriptive (measures
of central tendencies and measures of variability) and inferential statistics (tests
for data normality, T-tests, and F-tests) from the collected data.

3.4.5.1 Descriptive statistics

Descriptive statistics explain the internal properties of the data collected from
the experiments. They give a concise summary of the sample data and its
behavior. Measures of central tendencies assess for commonalities in the data.
On the other hand, measures of variability (Khalfan, 2004), also known as
measures of dispersion, assess the spread in the data. In this context, the
measures of central tendencies we focus on are the mean, mode, and median.
We extract these central tendencies from data related to the performances of
the neural network in predicting data integrity and data authenticity in RSA
encrypted data. On the other hand, the measures of variability we focus on are
the standard deviations and kurtosis. The mean, as a measure of central
tendency, is defined as the average value of the data set. It is mathematically
expressed as follows:

n

1
X=—in
n

i=1

where x; denotes elements in the data set D, with indexes i ={1, 2,.....,n}, and

n denotes the sample size. The equation, ) denotes a sigma notation for sum.
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The mode of a data set is k, where k €D is the most frequent value in the
data set. On the other hand, the median is defined as the middle number of

the data set, often computed as follows: where n denotes the sample size.

The standard deviation describes how the data is spread around the mean. It

is mathematically expressed as follows:

N
1
o= NZ(XL' - w?

i=1

where N denotes the sample size of the data set. Then x; denotes the elements
in the data set, with index i = {1, 2,.....,n}. In this, p is the computed mean of

the data set, while o denoted the standard deviation we are looking for.

The kurtosis is a statistical measure that explains how tails of a statistical
distribution differ from the tails of a normal distribution. Sometimes, kurtosis
investigates the peak of a statistical distribution relative to the peak of a normal
curve. It can be mathematically expressed as follows:

Z;V— L (Xi — ll)

N
o4

Kurtosis =

where N denotes the sample size of the data set, and p denotes the mean of
the same data set. The o denotes the standard deviation of data in the data
set. Our work extracts all these measures of central tendencies from the data
collected as performances of a neural network tasked to learn data integrity
and authenticity in RSA encrypted data.
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3.4.5.2 Inferential statistics

This section commences by describing tests for the normality of the data
collected based on Kolmogorov — Smirnoff tests. It then discusses inferential
statistics related to the administration of T-tests and F-tests towards gathering
evidence for possibilities of mapping the observed outcomes to generalized

views.

Normality tests are based on Kolmogorov — Smirnoff tests. This is a test used
to decide if a sample comes from a population with a specific distribution. The

Kolmogorov — Smirnoff test is based on the empirical distribution function.

Given N ordered data points Y3, Y,,..... , Yy the empirical distribution function is
defined as:
n(i)
Ey = —=
N N

where n(i) is the number of points less than Y; and the Y; are ordered from
smallest to largest value. This is a step function that increases by 1/N at the

value of each ordered data point. Its main aim is to map and compare the data
points to that of a normal distribution.

Once normality is confirmed, we seek evidence for generalization through T-
test and F-tests. T-tests decide whether the mean values of two data sets have
a meaningful difference which can be related to some features (Marshall &
Jonker, 2011). It adopts the use of T-distribution and degrees of freedom to
determine the statistical relevance of the differences noted between the two
means. The T-test helps us to compare whether the two data sets emanate
from the same hypothetical population of data or not. The required outcome
when we perform T-tests is a conclusion whether the two means are sampled

from the same hypothetical population or not (Marshall & Jonker, 2011). In this
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context, the two data sets we refer to would be the outcomes recorded from

different runs of the simulations. Mathematically a T-test can be defined as:

X1 — Xy
02+ )

where x,, X, and n,, n, denote the means and sample sizes of the two data sets

t =

respectively. The ¢ 2 used in the formula denotes the square of the standard

deviation of both data sets. The t we compute is the T-test value.

The F-test, on the other hand, is a regression test in an F-distribution (Marshall
& Jonker, 2011). In most cases, it is used to compare statistical models that
are used on data sets to identify the model that best fits. In the context of this
research study, F-tests are used to compare the variability of data from two
data sets. It assesses whether the variations we see in data sets occur by mere
chance or whether they represent significant variations. The mathematical
model of the F-test can be expressed as:

where o7 and o7 describes the variances of the two samples under study. The

F we compute is the required F-test value.

3.5 Summary

This chapter commenced with providing the statement of the problem
addressed. The statement of the problem connoted interests in presenting the
methodology we embrace, as well as the theoretical framework underpinning

the study.
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The theoretical framework grounding the development of this research study
followed after the overview of the chapter. Precisely, design science research,
grounded in positivism and deductive reasoning, is the theoretical framework

we follow.

A description of the research design followed, emphasizing explaining how the
two algorithms, the RSA algorithm, and a neural network, were implemented.
Important is the implementation procedure of the integration of the two
algorithms. The programming language of choice remained Python, whose

libraries of interest were pointed out.

Sampling, data collection, and data analysis techniques were also discussed
in this chapter. The emphasis in these analyses was pointed out to be on the
descriptive and inferential statistics. The descriptive statistics comprised
measures of central tendencies as well as measures of dispersion. Inferential
statistics comprised tests for data normality, T-tests, and F- tests. The next
chapter administers the experiments, collects data, and presents the data
analyses thereto.
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Chapter4 : Experiments, Findings, and
Interpretation

This chapter discusses the procedure through which results are generated and
reported, as well as the actual results yielded from the simulated execution of
the experiments, and the analyses thereto. Results relate to the performances
of the proposed RSA predictive cryptosystem built on the notion that a neural
network can learn data integrity and data authenticity are reported and
analyzed. We mainly pinpoint, record, and interpret the neural network’s
learning rates to arrive at generalizable views about the hybrid RSA model.
These results will be scrutinized concerning centrality, variability, normality,
and inferential issues. Evidence is sought with which to accept or reject the null
hypothesis that: Ho: A neural network has no significant effect on the
improvement of the RSA algorithm towards CIA compliancy. Two alternate
directional hypotheses arise. The first alternate hypothesis states that Hi:
inclusion of a neural network to learn data integrity and data authenticity makes
some significant improvement to the RSA algorithm towards a CIA complian